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OIIPEJAEJIEHUSA

B Hacrosmem JIOKyMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI M HX
OIIPEIECIICHMUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOSAIIAS W3 IEpCOHAJa H
KOMIUIEKCa CpEACTB aBTOMATH3aIlMM €ro JEeSATeNbHOCTH, peanu3yromias HH)opma-
IUOHHYIO TEXHOJIOTHIO BBIIIOJIHEHUS! YCTAHOBJIEHHBIX (QYHKIUI.

AyTeHTH(UKAIUA OTHPABUTENs JAaHHBIX — IMOATBEPKICHUE TOTO, YTO OT-
IIPaBUTENb MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHOCTh MEPCOHATBHBIX JAHHBIX — COCTOSHHE 3AIlHIIEHHOCTH IEPCO-
HaJIbHBIX JAHHBIX, XapaKTEPU3YEMOE CIOCOOHOCTBIO IMOJIb30BATENCH, TEXHHUUYECKUX
CPEACTB M HMH(OPMALMOHHBIX TEXHOJOTUI 00€CIeYnTh KOH(PHUIECHIUAIBHOCTD, 11€-
JIOCTHOCTh U JTOCTYIHOCTb IMEPCOHAJIBHBIX JAHHBIX NMPU UX 00paboTKe B HMH(pOpMa-
LIMOHHBIX CUCTEMAX IEPCOHAIBHBIX JTAHHBIX.

BbJioknpoBaHNe NMepCcoOHATbHBIX JAHHBIX — BPEMEHHOE IpeKpalieHne coopa,
CUCTEMATU3ALNY, HAKOIUICHUS, HWCIOJIb30BAHUS, PACIHPOCTPAHEHUS, IEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MepeadH.

Bupyc (KOMIbIOTEPHBIA, NMPOrPAMMHBIN) — UCIIOJIHAEMBIA NPOTrPaAaMMHBIN
KOJlT WJIM WHTEPHPETUPYEMbI HAOOp WHCTPYKIUN, OOJIadarouiuii CBOMCTBaMH He-
CaHKLMOHUPOBAHHOIO pPacCOpOCTpPaHEHHsT W caMoBocnpousBeneHus. Co3naHHbIe
TyOIuKaThl KOMIIBIOTEPHOTO BHpyca HE BCEr/la COBMAJAIOT C OPUTHMHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTD K JalIbHEHIIEMY pacIpOCTPAaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHasi nmporpamMma — mnporpamma, NpeIHa3HaYeHHas Ui OCYLIECTB-
JICHUS] HECAHKIIMOHMPOBAHHOIO JOCTYNMa M (WJIM) BO3ACWUCTBHS HA IMEPCOHAIbHBIC
JTAaHHBIE UJTU peCypChl UHPOPMAILIMOHHOM CUCTEMBI IEPCOHATIBHBIX TAHHBIX.

BcenomoraresibHbIe TeXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHE
CpEICTBa U CHCTEMBI, HE IMpeaHa3HauYeHHbIE IS Mepeaud, oOpaboTKH U XpaHEeHHUs
IIEPCOHAJIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKHMM CPEICTBAMU
U CUCTeMaMHM, MpeAHAa3HAUYEHHBIMH AJii 00pabOTKM MEpPCOHANbHBIX JAaHHBIX WA B

IIOMCIHICHMAX, B KOTOPBIX YCTAHOBJICHBI I/IH(l)OpMaHI/IOHHBIG CHUCTCMBI IICPCO-

HaJIBHBIX JTdHHBIX.



Joctynm B omnmepauMoOHHYI cpeay KomnbiOTepa (MHGOPMALMOHHOM
CHCTeMbl TEPCOHAJTBHBIX JAAHHBIX) — TOJIYYEHHE BO3MOYKHOCTM 3allyCcka Ha
BBIMIOJIHEHUE IITATHBIX KOMaH, (DYHKIM, MpONETyp ONEPAMOHHOW CHUCTEMBbI
(YHUYTOXKEHHUS, KONMPOBAHMS, MEPEMEIICHUS] U T.I.), HCHOJIHAEMBIX (HailioB
MIPUKJIAIHBIX TTPOrPAMM.

Joctyn Kk mHpopMamuu — BO3MOXKHOCTh TIOJTy4YeHHsT HHPOPMAIIK U €€ HC-
MOJIb30BAHUS.

3akJaJ0uHOe YCTPOICTBO — DJIEMEHT CPEJICTBA CheMa MH(OpMAITUK, CKPbIT-
HO BHEPSEMbIN (3aK/IajbIBAEMbIil WM BHOCHMBIM) B MECTa BO3MOXKHOIO CheMa
uHbopMaIu (B TOM YUCIIE B OTPaXJACHUE, KOHCTPYKIUIO, 000pYy/I0OBaHKE, MPEl-
METhl MHTEPHEPA, TPAHCIIOPTHBIE CPEJICTBA, & TAKIKE B TEXHUYECKUE CPEICTBA U
CUCTEMBI 00paboTKH HHGOPMAITUN).

3amumaemasi nHpopmaust — UHPOPMAIYSI, SBISIOIIASCS MPEIMETOM COO-
CTBEHHOCTH U TIOJUICKAIlasi 3allliTe B COOTBETCTBUM C TPEOOBAHUSIMU MPABOBBIX
JOKYMEHTOB WM TpeOOBAHUSMH, YCTaHABIMBAEMbIMUA COOCTBEHHUKOM MH(OPMALIUH.

NnenTnduxanus — NPUCBOCHUE CYObEKTaM U OOBEKTaM JOCTyMa WICHTH-
¢bukaropa u (WIM) CpaBHEHHE TPEABIBIIEMOr0 HAEHTU(UKATOpa C TEpeUYHEM
MPUCBOEHHBIX UJICHTU(PUKATOPOB.

NHpopMaTUBHBIM CUTHAJ — JJIIEKTPUYECKUE CUTHAIIBI, aKyCTUYECKHUE, DIIEK-
TPOMAarHUTHBIC U JIpyrve (PU3NYeCKUe IMoJisi, Mo MapaMeTpaM KOTOPbIX MOXKET ObITh
packpbITa KoH(UACHIMATbHAs WHpOpMaIWs (TepCOHATBHBIE TaHHBIE) 00padaThI-
BaeMasi B UH(OPMAITMOHHOM CUCTEME TIEPCOHATBHBIX TAHHBIX.

Nudopmanuonnass cucrema mnepcoHadabHbIX JAaHHbIX (MCIIIH) —
nH(OpPMAITMOHHAS CUCTEMa, MPECTABIIAONMAs cCO00M COBOKYITHOCTh MEPCOHATBHBIX
JIAHHBIX, COJIepKAIIUXCs B 0a3e JaHHBIX, a TakkKe MHOOPMAIIMOHHBIX TEXHOJIOTHH U
TEXHNUYCCKUX CpCaCTB, ITO3BOJJIAOIIINX OCYHICCTBJIIATH 06pa60TKy TaKHUX
MEPCOHAIBHBIX JAHHBIX C KCIIOJb30BAHUEM CPEJICTB aBTOMATH3AallMKd Wi 0e3

HCIIOJB30BaHUs TaKUX CPCACTB.



NHdopManmoHHbIe TEXHOJOTHH — IPOLIECCHI, METOJIbI TIOMCKA, cOOpa, Xpa-
HEHUs, 00pabOTKH, MPENOCTABICHUS, paclpoCTpaHeHusi MH(POpMAIMU U CIIOCOOBI
OCYIIECTBIIEHUS TaKUX MPOIECCOB U METOOB.

Hcnosib30BaHMe MEPCOHANIBLHBIX JAHHBIX — JeicTBHsA (omepamuu) C
MIEPCOHAIbHBIME JTAHHBIMH, COBEpPIIIAEMbIC OIIEPATOPOM B IEIISAX MPUHSITHS PELICHUM
HJIN COBCPIINCHUSA HWHBIX HeﬁCTBHﬁ, MMOpOoXKAaroMMUX HPUIHUYICCKHUC ITIOCIICACTBUSA B
OTHOILICHUH CYObhEKTa MEePCOHAIBHBIX JAHHBIX WU JPYTUX JIUI] JTHOO UHBIM 00pa3om
3aTparuBarOIMX MpaBa U CBOOOABI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WU JPYTHX
JIHIL.

HcTouHUK yrpo3bl 6e3omacHocT WHGopMamuu — CyOBEKT JIOCTYIIa, MaTe-
PHATHHBIN OOBEKT WM (DU3MUYECKOE SIBJICHUE, SIBISIIONIMECS MPUYMHONW BO3ZHUKHO-
BEHHUSI YTPO3bl 0€30MaCHOCTH MH(OPMAIIUH.

KonTtpoaupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPUS, 31aHUE, YACTh 3/1aHUS,
MIOMEIIIEHHUE), B KOTOPOM MCKITFOYEHO HEKOHTPOJIMPYEMOE MPEOhIBAHUE MOCTOPOHHUX
JIWII, @ TAKXKE TPAHCTIOPTHBIX, TEXHUUECKUX U MHBIX MaTepUaIbHbBIX CPEJICTB.

KoH(pu1eHIMAIbHOCTh MEPCOHAIBHBIX JIAHHBIX — 00s3aTeNIbHOE  UIA
COOJIOIEHNsT OTMEePaToOpoM WM HMHBIM TIOMYYMBIIMM JOCTYH K TEPCOHATBHBIM
JTAHHBIM JIMIIOM TPeOOBaHWE HE JOMyCKaTh WX PacCIpOCTpaHEHHE O€3 COrIacHs
CyOBbEKTa MEPCOHATBLHBIX JAHHBIX WA HATMYUSI THOTO 3aKOHHOTO OCHOBAHMSI.

Me:xceTeBOoil IKpaH — JIOKAJIbHOE (OJHOKOMITOHEHTHOE) WM (DYHKIIMOHAIIh-
HO-PaclpeielieHHOE MPOrpaMMHOE  (IIPOrpaMMHO-aaparHoe) CPEACTBO  (KOM-
TUTEKC), PeaM3yIoIIee KOHTPOJIb 3a MH(pOPMAIIMEH, TIOCTYMAoMEeH B MH(pOpMAaIw-
OHHYIO CUCTEMY MEPCOHATBHBIX TAHHBIX U (M) BBIXOAAIICH U3 WHGOPMAITMOHHOM
CHUCTEMBI.

Hapyumiuresib 6e30MaCHOCTH MEPCOHAIBHBIX JaHHBIX — (DPU3UUECKOE JIHIIO,
CIIyJallHO WA TPEJHAMEPEHHO COBEpINAIOIIEe JCHUCTBUS, CIICICTBUEM KOTOPHIX
SIBJISICTCS  HAapyIIeHHEe OE30MacCHOCTH TIEPCOHATBHBIX JIAHHBIX TMPH HX 00paboTKe

TCXHUYCCKNMHU CPCACTBAMU B I/IH(bOpMaIII/IOHHI)IX CUCTCMAX IICPCOHAJIbHBIX JTAHHBIX.



HeaBroMaTn3npoBanHasi 00padoTKa NMepCOHANbHBIX JAHHBIX — 00paboTKa
NEPCOHAIBbHBIX JaHHBbIX, COACPIKAIUXCA B HH(i)OpMaHHOHHOﬁ CHUCTEMC
NEPCOHAIBHBIX JAHHBIX JIMOO W3BJICYEHHBIX M3 TaKOM CHCTEMBl, CUUTAETCA
OCYILECTBIICHHON oe3 UCIIOJIb30BaHUS CpEe/CTB aBTOMAaTHU3ALIUN
(HEaBTOMATU3UPOBAHHOMW), €CIM TaKWE€ JEHUCTBUS C MEPCOHAIBHBIMU JTAHHBIMH, Kak
UCIIOJIb30BaHUE, YTOUYHEHHUE, paclpOCTpaHEHHE, YHHUUYTOKEHUE MEPCOHAIbHbBIX
JaHHBIX B OTHOIICHHHU KaXIAOro wu3 CY6BGKTOB IEPpCOHAJIBHBIX  JTaHHBIX,
OCYILECTBISIOTCS IPU HENOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexjapupoBaHHble BO3MOXKHOCTH — (DYHKIIMOHAJIBHBIE BO3MOXKHOCTHU
CPEACTB BBIYKMCIWTEIBHOW TEXHUKH, HE OIMCAHHBIE WIA HE COOTBETCTBYIOLIME
ONMCAHHBIM B JIOKYMEHTALIMU, TIPA UCIIOIB30BAHNM KOTOPBIX BO3MOKHO HapyILIEHHE
KOH(QUICHIIMAILHOCTH, JIOCTYMHOCTH WM IIEJIOCTHOCTH OOpadaThbiBacMON HH-
dbopmanuu.

HecaHKIIMOHUPOBaHHBIN JOCTYN (HECAHKUMOHHPOBAHHbIC [EHCTBHS) —
JOCTYT K MH(OpMALIMU WK ISHCTBUS ¢ nHGOpMaIen, HapyIIarolye MpaBuiia pas-
IPaHAYEHUsl JOCTyla C MCIIOJIb30BAHUEM INTATHBIX CPEACTB, IIPEHNOCTABIIAEMBIX
UH(POPMAITMOHHBIMU CUCTEMAMHU MEPCOHATBHBIX JIAHHBIX.

Hocurtens undgopmanum — Guznyueckoe JUI0 UM MaTePUATTbHBIA 0OBEKT, B
TOM 4uclie (PU3NYECKOE MoJie, B KOTOPOM MH(OpMAIIMsi HAXOIUT CBOE OTPAKEHUE B
BUJIC CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX DPEIICHUM U TPOIIECCOB, KOJU-
YECTBEHHBIX XapaKTEPUCTUK (U3UUYECCKUX BEITUIHH.

OO0e3IMuMBaHNe TMEPCOHAJIBHBIX [AHHBIX — [ICHCTBUS, B pe3yJbTaTe
KOTOPBIX HCBO3MOKHO OIIPCACIUTL MPUHAAJICKHOCTb IICPCOHAJBHBIX OAdHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATIbHBIX JaHHBIX.

O06padoTKa MePCOHATBHBIX AAHHBIX — JCUCTBUS (OMEpalui) ¢ NEPCOHANb-
HbIMU JIaHHBIMH, BKJIFOYasi cOOp, CUCTEMaTHU3allMIO, HAKOIJICHUEe, XpaHeHHE, yTOu-
HeHHe (OOHOBJIEHUE, U3MEHEHHUE), UCTIOJIb30BAaHUE, PACIPOCTPAHEHHUE (B TOM YHCIIE
nepemavdy), oOOe3MMYMBaHUE, OJOKHPOBAHWE, YHUYTOXKEHUE TIEPCOHATBHBIX

JaHHBIX.



ObmenocTynHble MepPCOHATbHbIE TaHHbIE — IEPCOHAIBHBIC TAHHBIC, JTOCTYI
HEOrPAHUYCHHOTO Kpyra JIMI[ K KOTOPBIM MPEIOCTAaBIIEH C COIIacusi CyOBbeKTa
NepCOHANPHBIX JIAHHBIX WM Ha KOTOpbIE B COOTBETCTBHH C (eaeparibHBIMU
3aKOHAMH HE PacIpoCTpaHseTCs TpeOOBaHUe COOMIOACHUS KOH(DUICHITUATLHOCTH.

OmnepaTtop (mepcoHANbHBIX  JaHHBIX) — TOCYJAPCTBEHHBI  OpPraH,
MYHHUIIMIIATBHBIN OpraH, IOpUIAYECKOe WM (PU3UUECKOE JIMIIO, OPraHU3yoIlIee U
(M)  ocyllecTBIIIONIEE  O0OpabOTKY  MEPCOHAIBHBIX  JIAHHBIX, a TaKkKe
OIIPEIETISIONINE LIENU U COAEpKaHre 00pabOTKH MEPCOHATBHBIX JaHHBIX.

Texnuueckue cpeacrsa HWH(POPMAINUOHHONH CHCTEMBbI TEPCOHAIbHBIX
JIAHHBIX — CPEJICTBA BBIYMCIIUTEIILHON TEXHUKHU, UH()OPMAIIMOHHO-BHIYUCIUTEIILHBIC
KOMIUIEKChl U CETH, CPEJICTBA U CUCTEMBbI Iepenadu, npueMa u odpadotku I[1/1n
(cpenctBa M CHCTEMBI 3BYKO3alKCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOW3BEICHMUS, IIE-
PErOBOPHBIE M TEJIEBU3HOHHBIE YCTPOWCTBA, CPEICTBA HM3TOTOBIIECHHS, TUPAKUPO-
BaHUS JIOKYMEHTOB M JIPyrHe€ TEXHUYECKHE CPE/ICTBa 00pabOTKU peueBol, rpadu-
4ecKOM, BUIe0- U OYyKBEHHO-IM(POBOM HH(OpMAIMK), MPOrpaMMHBIE CPEICTBA
(omepalMOHHBIE CUCTEMBI, CUCTEMbI yIpaBiieHUs] 0a3aMu JIaHHBIX U T.I1.), CPENICTBA
3aIUTHl THPOPMAITUH, IPUMEHSIEMbIC B MTH()OPMAITMOHHBIX CUCTEMAX.

IlepexBar (MuHpopManMu) — HEMPAaBOMEPHOE MOIYYEHUE MH(POpMALUU C HC-
IMOJIb30BAHUECM TCXHHYCCKOI'O CPCACTBA, OCYIICCTBIIAIOIICTO 06H3pY)KeHI/Ie, IIpUcM H
00paboTKy MH()POPMATUBHBIX CUTHAJIOB.

IlepcoHanbHbIe JaHHBIE — JIT00ass HHOOPMAIIHS, OTHOCSIIASCS K ONpPEeIicH-
HOMY WJIM OIpENesieMOMY Ha OCHOBAaHWUHM Takoil MHGpopMaruu (GU3MUECKOMY JTHUILY
(cyOBeKTy mepCOoHaIbHBIX JAaHHBIX), B TOM 4Yuciie ero ¢haMuins, uMsi, OTYECTBO, IO,
MECSIl, JIaTa U MECTO POXKICHUS, aJpec, CEMEWHOe, COIMaIbHOE, NMYIIECTBEHHOES
MOJIOXKEHHUE, 00pa3oBaHue, mpodeccusi, T0OXOAbI, APyrast HHPOPMAIIHS.

ITo6ouHnbIe AJICEKTPOMATHUTHLIEC H3JTYICHUSA | HAaBOJAKH —
QJICKTPOMATHUTHBIC M3JIYYCHUA TCXHUYCCKUX CPCICTB O6pa6OTKI/I BaHIHIHaeMOﬁ
I/IH(l)OpMaLII/II/I, BO3HUKAKOIINEC KAK 1M0OOYHOE SABJIEHUE U BLI3BAHHBIC OJICKTPUIYCCKUMHA

CHUIrHaJlaMu, HCIZCTB}HOH.IPIMH B HMX OJICKTPUYCCKHUX W MAroMTHBIX LCIIAX, a TaK¥XKC



AIIEKTPOMATrHUTHBIE HABOJKH HJTUX CHUTHAJIOB HA TOKOMPOBOJSINME JIMHUH,
KOHCTPYKIIMH Y TIENTU TTUTaHUSI.

IMouTHKA «YHCTOrO CTOJIA» — KOMIUIEKC OPraHU3aIl[MOHHBIX MEPONPUITHH,
KOHTPOJIUPYIOIHUX OTCYTCTBHE 3aNUCHIBAHUS HAa OyMa)KHBIE HOCHTENIN KIIOUeH WU
aTpuOyTOB JIOCTYMA (IapoJiei) U XpaHEHUs UX BOJIM3H OOBEKTOB JOCTYIA.

IMoab30oBaTesb HHPOPMANMOHHOM CHCTEMbI IMEPCOHAJIbHBLIX IAHHBIX —
JUI0, ydYacTBymIiee B  (YHKIMOHUPOBAHUM  HWH(DOPMAITMOHHONW  CHCTEMBI
MEPCOHATBLHBIX JAHHBIX WJIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKIIMOHUPOBAHMS.

IIpaBuia pasrpaHnyeHHus J0CTYNA — COBOKYMHOCTh NpaBWJI, PErjIaMEHTHU-
PYIOIIUX IpaBa JOCTyMa CyObEeKTOB JOCTYIA K 00bEKTaM JIOCTYTa.

IIporpaMmmHuas 3akjajkKa — KOJ MPOTrpaMMbl, TIPETHAMEPEHHO BHECEHHBIN B
IporpaMMy C LEJIbI0O OCYIIECTBUTh YTE€UKY, U3MEHUTh, OJOKHPOBATH, YHUUTOXXUTh
UHOOPMAIUIO WIA YHUUYTOXHUTh U MOAUGPUIMPOBATH MPOTPAMMHOE OOecreueHue
MH(OPMAITMOHHONW CHUCTEMbl TEPCOHAJIBHBIX JAHHBIX U (MJIM) OJOKMUPOBATH amma-
paTHBIE CPEACTBA.

IIporpammuoe (mporpaMmMHoO-MaTeMaTH4YeCcKoe) BO3/IeiCTBHE —
HECAaHKIIMOHMPOBAHHOE  BO3JCHCTBHE HA  pPECypCchl  aBTOMATH3UPOBAHHOU
MH()OPMAIMOHHOW CHCTEMBI, OCYILIECTBISIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
POrpamMM.

PackpbiTHe TmEepPCOHAJBHBIX [JAHHBIX — VYMBIIUICHHOE WU Cly4yalHOE
HapylieHne KOHOUICHIIUATBHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nmepcoHaIbLHBIX JAHHBIX — JCHCTBUS, HANpaBJICHHbIC Ha
nepegadyy TMEepCOHAIBHBIX JIAHHBIX  OMpeJeJIeHHOMY Kpyry Jui (mepemgada
MEPCOHANBHBIX JaHHBIX) WM HAa O3HAKOMIIEHHE C TMEPCOHAIBHBIMU JaHHBIMU
HEOTPAHUYEHHOTO KpyTa JIUI, B TOM YHCJie OOHApOJOBaHUE NMEPCOHATBHBIX JaHHBIX B
CpencTBax  MaccoBoi  mHpOpMaIMK,  pa3MelieHue B HH(POPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIH MPEJOCTaBICHUE JOCTYNa K MEPCOHAIbHBIM
JTAHHBIM KaKUM-JIMOO MHBIM CTIOCOOOM.

Pecypc uH(pOpMAaLIMOHHOM CUCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOIO,
MIPUKJIATHOTO WJIN arapaTHOro oOecrieueHus (yHKIMOHUPOBAHUS

UH(POPMAITMOHHOW CUCTEMBL.



CnenmnajibHble KATerOpMM NEPCOHAJBHBIX [JAHHBIX — IIE€PCOHAIBHBIC
JaHHbIE, KaCalolIMECs] PAacoBOM, HAIIMOHATbHOW MPUHAJICKHOCTH, MOTUTUYECKUX
B3[JIS10B, PEIMTMO3HBIX WM (UIOCOPCKUX YOEKIAEHHM, COCTOSIHUS 30pOBBS U
WHTUMHOM KU3HHA CY6T>eKTa IMCPCOHAIbHBIX NAHHBIX.

CpencrBa BbIYMCINTEIbHONW TEXHHUKHM — COBOKYIHOCTH IIPOIPAMMHBIX M
TEXHUYECKMX  OJJIEMEHTOB  CHCTeM  OOpaOdOTKM  JIaHHbBIX,  CIIOCOOHBIX
(YHKIIMOHUPOBATh CAMOCTOSTENIBHO WJIM B COCTaBE JIPYTUX CUCTEM.

Cy0bekT goctyna (cy0obeKT) — JIMIO WIN MPOLIECC, NEUCTBHUSI KOTOPOIO PEr-
JJAMEHTUPYIOTCS IIPaBUJIAMHU pa3rpaHUYECHUS JOCTYIIA.

TexHnuyeckuil KaHaJ yTe4KH MHE(OPMAaUMHU — COBOKYITHOCTh HOCHUTEIIS WH-
dbopmaiuu (cpenctBa 00pabOTKHM), (PU3MUYECKON Cpefbl pacrpocTpaHeHus: UHop-
MaTUBHOI'O CUTHAJIa ¥ CPEJICTB, KOTOPHIMHU JI0OBIBACTCSA 3alluinaeMasi iHpopmarusi.

Tpancrpanunynasi mnepeaadya MNePCOHAJbHBIX JaHHBIX —  Tepenaya
IIEPCOHAIBHBIX JAHHBIX OIepaTopoM uepe3 I'ocynapcTBeHHyro rpanuny Poccuiickon
®denepau  OpraHy BJacTM HMHOCTPAHHOTIO TOCYAAapCTBa, (U3UYECKOMY WIIU
IOPUAMYECKOMY JIMIy HHOCTPAHHOTO TOCY1apCTBa.

¥Yrpo3bl 6€301aCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTD YCIIOBUM U
(hakTOpOB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHHUPOBAHHOTO, B TOM YHCJIE CITydaii-
HOI'0O, JIOCTYIlAa K NEPCOHAIBHBIM JIaHHBIM, PE3YJIbTATOM KOTOPOrO MOXET CTaTh
YHUYTOXKCHUE, M3MEHEHUE, OJIOKMPOBAHWE, KOMUPOBAHHE, PACIpPOCTpaHEHUE Tep-
COHAIBHBIX JAHHBIX, & TAK)XKE WHBIX HECAHKIMOHMPOBAHHBIX JICUCTBUM IIPU X
00paboTKe B MHPOPMAITMOHHON CUCTEME MIEPCOHATLHBIX JJAHHBIX.

YHHMYTOKEHUE NEePCOHAIBHBIX JAaHHBIX — JCUCTBUS, B PE3YJbTaTE KOTOPBIX
HEBO3MOXKHO BOCCTAHOBUTH COJCP)KaHHE IEPCOHAIBHBIX JaHHBIX B HMH(OpMaIU-
OHHOM CUCTEME MEPCOHAIBHBIX IAHHBIX WU B PE3YJIbTATE KOTOPBIX YHUUTOKAKOTCS
MaTepUaAIbHbIE HOCUTEIIN NIEPCOHATBHBIX JAHHBIX.

YTeuka (3ammumaemMoin) “HGOPMALMH MO0 TEXHUYECKUM KAHAJIaM — HEKOH-

TPOJMPYEMOE PACHPOCTPAHEHUE MH(POPMALMK OT HOCHUTENS 3allMIaeMoi MH(Op-
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MalMy 4epe3 (PU3MYECKYI0 Cpedy /10 TEXHUYECKOTO CPEACTBA, OCYIIECTBIISIOIIETO
nepexsaT HHGOpMaIUu.

IIpennpusitue — NpoU3BOICTBEHHOE MPEATIPUSITHE.

YA3BUMOCTB — CJ1a0OCTh B CPEACTBAX 3allUThl, KOTOPYIO MOXKHO HCIOJIB30-
BaTh JJIs1 HAPYIIICHUS] CUCTEMBI WU COAEPIKaIICCsl B HEMl MHGbOopMaIuu.

IlenocTHOCTH MH(pOPMAHH — CIIOCOOHOCTH CPEICTBA BHIYUCIUTEIIHLHOM TEX-
HUKU WM aBTOMAaTU3UPOBAHHOM CHCTEMbI 00eCneYrBaTh HEU3MEHHOCTh HH(DOp-
MAIM{ B YCJIOBUSIX CITyYalfHOTO W/WJIH NPEAHAMEPEHHOTO UCKAXEHUS (Pa3pyILICHuUs ).

Aamunuctpatopbl  UCIIJIn — mnHavanbHuk OACVYIL, wuHxeHep-
nporpammuct OACVYIL

AamuHucTpaTop 6e3onmacHocTH — HadanbHUK OACVYIL

IHporpammucr - pazpadorunk UCIIIn —mnxenep-nmporpammuct OACVYII

Oneparopst HUCIIJIH — COTpyAHUKM OpraHu3allM, 3aHUMAIOLIAECS

00pabOTKOM MEPCOHANBHBIX JTAHHBIX.
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OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHpPYCHBIE CPENICTBA

APM — aBTOMaTH3UpOBaHHOE Pabovee MECTO

BTCC — BcriomorarenbHble TEXHUYECKUE CPENICTBA U CUCTEMBI
NCTI/1n — uadopmarimonHas cuctema nepCoOHaIbHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokasbHasi BBIMUCIUTEbHAS CETh

MDD — MexceTeBoM 3KpaH

HC/I — HeCaHKIIMOHUPOBAaHHBIN JTOCTYTI

OC — onepanioHHas cucTeMa

[1/TH — nepcoHaAIbHBIE TAHHBIE

[IMB — nporpamMmmMHO-MaTeMaTHYECKOE BO3ICHCTBUE

[1O — nporpammHOe obecrieueHue

[IOMUWH — nobo4HbIe 37IEKTPOMATHUTHBIE U3Ty4YE€HHS U HABOJIKU
CA3 — cucrema aHaam3a 3alIUIICHHOCTH

C3U — cpencTsa 3amuThl HHPOPMAIUH

C3I1dn — cucreMa (moicucTeMa) 3allyuThl TEPCOHATBHBIX JAHHBIX
COB — cucrema oOHapyKEHUSI BTOP>KECHHIM

TKYU — texHuueckne KaHajbl yTeUKd HH(DOPMALUH

VYBI1/I1 — yrpo3sl 0€30MacHOCTH MEPCOHATLHBIX JAHHBIX
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BBEJAEHUE

Hacrosimas Konuenuus wuapopmannonHoit 6e3zonmacHoctu HCIIAn OOO
«Cenbmar», BIgeTcs OPUIIMAIBHBIM TOKYMEHTOM, B KOTOPOM ONpeJieJieHa CUCTEMa
B3IJI51/10B HA oOecrnieueHrne NHPOPMAITMOHHOM 0€30MacHOCTH IPENPUSITHS.

HeoOxomumocts pa3pabotku Konnenmuu o00ycioBieHa CTPEMHUTENbHBIM
pacupenreM cdepbl MpUMEHEHUs HOBEHIIMX HHGOPMAIMOHHBIX TEXHOJOTUH H
IpOILECCOB Ha TMPEANpUATHSX, TMpu o0paboTke wuHPoOpManuu BooOIIe, U
MEPCOHAIBHBIX IAHHBIX B YACTHOCTHU.

Hacrosmas KoHuenmus omnpenensieT OCHOBHBIE LIENM M 3a1aud, a TaKkKe
OOIIyI0 CTPATEruI0 MOCTPOCHUSI CUCTEMBI 3aIUThI IepcoHaNbHBIX AaHHBIX (C3I1/IH)
npeanpuatus. KoHienius onpeaensieT OCHOBHbIE TpeOOBaHUs U 0a30BbI€ MOAXO/bI K
WX peasn3alui, JJIsl JOCTUKEHUS TPeOyeMOro ypoBHs 0€30MacHOCTH HH(GOPMALIHH.

Konuenuust pa3zpaboraHa B COOTBETCTBUM C  CHUCTEMHBIM MOJXOJIOM K
obecnieyeHno nH(POpMalMOHHON Oe3omacHOCTU. CHCTEMHBINM MOAXO0] MPEANOoaraet
IIPOBEICHHE KOMIUIEKCA MEpONPHUATHIA, BKJIIOYAIOIIMX HCCJIEJAOBAHHE YIPO3
nH(OPMAITMOHHON 0€30IaCHOCTH U pa3pabOTKy cucTtembl 3amuThl [1/IH, ¢ mo3ummu
KOMIUIEKCHOTO TPUMEHEHHMS TEXHUUYECKUX U OpPraHU3al[MOHHBIX MEp U CPEACTB
3aILUTHI.

[Ton wndopmanmonHoit 6e3omacHocThio IIJI[H MOHMMaeTCs 3anTUIIEHHOCTD
NEPCOHANIBHBIX JaHHBIX M O00palaThIBalolled WX HHPPACTPYKType OT JIHOOBIX
CIIyYalHbIX WM 3JIOHAMEPEHHBIX BO3JCHUCTBUM, PE3YJIBTATOM KOTOPBIX MOXKET
SBUTHCS HAaHECEHUE yIiiepOa camoil nndopmaiuu, ee Biaaenbiam (cyonrexkram [1/1H)
uiu  uHpacTpykType. 3amaud  uHGOPMAIMOHHONW O€30MacHOCTH CBOASTCA K
MUHUMM3AIUU yiiepda OT BO3MOXKHOW peanmzanuu yrpo3 Oeszomacnoctu [1/IH, a
TaKke K MPOrHO3UPOBAHUIO U TIPEAOTBPAIICHUIO TAKUX BO3ICHUCTBUMA.

KoHnenmust Ciry’)kUT OCHOBOW JJisi pa3pabOTKH KOMILIEKCA OpraHU3alMOHHBIX
U TEXHUYECKHUX MEp I0 oOecrmedyeHu0 HWHOOPMAIMOHHOW  OE301aCHOCTH
OpeAnpUsITAA, a TakKe HOPMATUBHBIX M METOJUYECKHUX  JIOKYMEHTOB,

00eCIeUnBaOIINX €€ peaju3aluio, U He TNpearnosaraeT TMOJAMEHbl (QYHKIUN
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rOCyJlapCTBEHHbIX OpraHoB BiacT Poccuiickoil ®enepauuu, oTBeHarOmMX 3a
obecniedyeHre 6€30MacHOCTH MH()OPMALIMOHHBIX TEXHOJIOTUH U 3aIIUTy WHPOPMAIIH.

Konnenmus siBisieTcss METo10JI0THYECKON OCHOBOM IS

- GOpMHUPOBAHUS W TIPOBEJCHUS €IUHOW TMOJUTHKHA B OOJACTH OOECICUCHUS
oezonacHoctu [1/n B UCIT/H npeanpustus;

- IPUHATUS YIPABJICHYECKUX PEIICHUN U Pa3pabOTKH MPAKTUYECKUX MEpP IO
BOIUIOLIEHUIO  MOJUTUKH  Oe3zomacHoctd IIJIH W BBIpaOOTKM  KOMILIEKCA
COIJIACOBAaHHBIX Mep HOpPMaTUBHO-IIPaBOBOTO, TEXHOJIOIMYECKOT0 u
OpraHU3allMOHHO-TEXHUYECKOIO  XapaKTepa, HANpaBICHHbIX HAa  BbIABIICHHUE,
OTPaKECHUE U JINKBUJIALUIO MTOCIEACTBAN peain3aluy pa3IndHbIX BUIOB yrpo3 [1/1H;

- KOOpAMHALMKN JEATEIbHOCTH CTPYKTYPHBIX IOAPA3ACICHUN IPEANPUATHS
pu npoBeAeHUH padboT mo paszuturo U 3kcmyarauuu MCIIH ¢ cobmonennem
TpeboBanuii ooecnieuenus 6e3omacHoctu [1/1H;

- pa3pabOTKU  MPENJOKEHUH MO  COBEPLICHCTBOBAHMIO  IPABOBOIO,
HOPMATUBHOT'O0, METOAUYECKOT0, TEXHUYECKOIO U OPraHU3alMOHHOTO 00ecreyeHus
6e3onacHoctu [1/In B UCIT[IH npeanpustusi.

Oo6unacte npuMmeHeHuss KoHuenuuu pacrnpocTpaHseTcss Ha BCE MPEANpPUATHS,
DKCIUTYaTUPYIOIIHE TeXHUYecKkne u nporpammubie cpeactsa MCIIIH, B KOTOpBIX
OCYILIECTBIISIETCS] aBTOMaTU3UpoBaHHas oOpadoTka [1/H, a Takke Ha mojapaseneHus,
OCYUIECTBJISIIOLME COMPOBOXKACHUE, OOCIYy)KMBAaHUE U OOECHEUYCHHE HOPMAaIbHOTO
dbynkuunonuposanust UCIIJIH.

[IpaBoBoii 6a30it 411 pazpaboTku HacTose Konueniuu ciayxat TpeboBaHus
nedcTBytonmx B Poccun 3aKOHOJATENbHBIX M HOPMATHBHBIX JIOKYMEHTOB IO

oOecrieueHn o0 0€30MacCHOCTH MepcoHaIbHbIX JaHHBIX ([1/IH).
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1 O0ue moJioKeHUA

Hacrosimas KoHuenuusi onpenensieT OCHOBHBIE LENM M 3aJa4M, a TaKKe
OOIIyI0 CTpaTEruto MOCTPOCHHSI CUCTEMBI 3alIUThI TepcoHaNbHbIX AaHHBIX (C3I1/IH)
npeanpusitus OO0 «CenpMai», B coorBeTcTBUM ¢ [lepeunem UCII/In. Konuenius
OMpeNIeNIIeT OCHOBHBIE TpeOOBaHUS W 0a30BbIE MOAXOAbl K MX pealn3aluul, IJis
JOCTHKEHUSI TpeOyeMOoro ypoBHs 0€30MacHOCTH HH(OpMAIUH.

C3I1In mpexacraBnseT coOOH COBOKYIMHOCTh OPTraHU3AIMOHHBIX U TeX-
HAYECKUX Meponpusatuil juis 3amuThl [[JIH OT HEmpaBOMEPHOrO WM CIYy4YalHOTO
JOCTyNa K HUM, YHUYTOXEHUS, U3MEHEHHMs, OJIOKMPOBAaHMS, KOIMHUPOBAHUs, pac-
npoctpanenus [1/{H, a TakKe MHBIX HENPABOMEPHBIX JECHCTBUN C HUMH.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX JOCTHTAETCS IyTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4allHOTO, OCTyna K NEPCOHAILHBIM
JAHHBIM, PE3YyJIbTaTOM KOTOPOTO MOXET CTaTh YHUYTOKECHHE, W3MEHECHHUE,
OJIOKUpOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE TMEPCOHAIBHBIX JAHHBIX, a TAKKe
VHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM.

Crtpyktypa, coctaB u ocHoBHble PyHkImu C3IIJIH onpeaensroTcss UCXOas U3
ximacca MCIIIn. C3II[IH BKIIO4aeT OpraHU3allMOHHBIE MEPBI M TEXHUYECKHE
CpeacTna 3aIUTHI uHpopMaru (B TOM qucie mudpoBaJIbHbIC
(kpunrorpagpuIecKkue) CpEJCTBa, cpeacTBa MpeI0TBpAIICHUSA
HECAHKIIMOHUPOBAHHOTO JIOCTYMa, YTEYKH MH(OPMAIIMK MO0 TEXHUYECKUM KaHajam,
MPOTrPAMMHO-TEXHUYECKUX BO3JCHCTBUN HA TEXHUYECKHE CpEACTBAa 00pabOTKH
[111), a Taxke uCHoONb3yeMble B MHGOPMAIIMOHHON cucTeMe WH(OpMaAIMOHHBIC
TEXHOJIOTHUHU.

OTH MephI IPU3BaHBI 00ECTICUNTD:

- KOH(PUAEHIMATBHOCTL, WH(pOpManKK (3amuTa OT HECAHKIIMOHHUPOBAHHOTO
O3HAKOMJICHUS);

- HeJOCTHOCTh, HWHpOpMAIMK  (aKTyaJIbHOCTh W HEMPOTUBOPEUYUBOCTH
uHpopMaluu, €€ 3allUIIeHHOCTh OT pa3pylIeHUuss W HECaHKIIMOHUPOBAHHOTO

U3MEHEHHUS);
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- IOCTYIHOCTHh MH(pOpMaIuu (BO3MOXKHOCTh 32 IPUEMIIEMOE BpEMS MOJIYUYUTh

TpeOyemMyro HH)OPMALIMOHHYIO YCIIYTY).

Cragum co3ganns C3I1/1H BKIFOYAIOT:
- IPENIPOCKTHAS CTaaus, BKIIOYAIONIAsl TMPEANMPOEKTHOE O0O0CIeI0BaHNE

NUCTIIH, pa3paboTKy TEXHMYECKOro (YaCTHOTO TEXHUYECKOTO) 3aJaHus Ha ee

CO3/IaHHE;

- cTaaus TPOSKTUpOBaHMs (pa3paboTku mpoekToB) W peanmsanmu WCIIIH,

BKtovaronas pazpadorky C3I1/In B cocrae UCIIH;
- ctaaus BBoAa B nevicteue C3I1/IH, BKIIOYAIOIIAS OMBITHYIO SKCILTYaTAUIO U
MPUEMO-C/IATOUYHbIE UCIBITAHUS CPEJICTB 3alIUThl MH(POpPMAIMU, a TAKXKE OIEHKY

cootBercTBUs MCII/IH TpeOGoBanusiM Oe30MacHOCTH UH(pOpMaUu.

OpraHuzalMoHHblE MEpPbI MPEAYCMATPUBAIOT CO3JIaHHE W MOJJEpKaHUE
npaBoBoil 0a3pl OezomacHoctu IIJIH u pa3paboTky (BBEIEHHE B JIEWCTBHE)
npeaycMoTpeHHbIX  Ilomutukoit  mHpopmamumonHor  6e3omacHocTn  MCIIJIH
CJICAYIOIINX OPraHU3aIMOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTOB:

- [Inan meponpustuii no odecneuenuto 3amuthl [1/IH npu ux obOpaboTke B
NCIIdH;

- [Tnan MeponpusTuii o KOHTPOJIIO obecrieueHus 3amuThl [1J1H;

- [Topsimok pesepBupoBaHus U BoccTaHoBIeHU paboTocniocodHoct TC u I10,
0a3 nanubeix u C3U,;

- JlomxHoctHas uHCTpykuus aamuHuctparopa UCIIIH B yactu oOecrieueHus
6e3onacHoctu [1/]n mpu ux obpadotke B UCII/IH ;

- JlomkHOCTHAs MHCTPYKIUS anMuHUcTpaTopa 6e3onacHoctu UCIIH;

- JlomknoctHas wuHcTpykius oneparopa WCIIJlH B uactu obecrneueHus
6e3onacHoctu [1/]n mpu ux o6padotke B UCII/IH;

- UHCcTpyKUMS HA Ciydyald BOSHUKHOBECHUS BHEIITATHON CUTYAllUH;

- PekomeHallui M0 MUCIOJIb30BAHUIO MPOTPAMMHBIX U allapaTHBIX CPEACTB

3alUThl HHPOPMAITUH.
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TexHuueckue MCPBI 3alllMTLI PCAIM3YIOTCA IIPH IMOMOIIKM COOTBCTCTBYIOIIHX
MNpOrpaMMHO-TCXHUYICCKUX CPCACTB U MCTOJOB 3allIUTHI.
HepequL HGO6XOI[I/IMI>IX MCPp 34allIUThI I/IH(bOpMaHHH OIIpCACIIACTCA 110

pe3yabpTaraMm BHyTpeHHel npoBepku 0e3onacHoctu UCIIIn npennpusitus.
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2 3agauu C3I1/1n

OcHoBHOIl nenpto C3II/IH ABisieTcss MUHUMU3ALMS yuiepOa OT BO3MOXHOM
peanuzauuu yrpo3 6ezonacHoctu [1/]H.

Jlns moctmkeHUsT OCHOBHOM Ienm cuctemMa OesomacHoctu [1JIm MCIIOa
ToJDKHA oOecrieunBaTh 3()(PEKTUBHOE PEIICHNUE CIASAYIOMNX 3a/1a4:

- 3alIUTy OT BMelarenbcTBa B Tmpouecc @yHkiuuonuporanus WCIIIn
MOCTOPOHHMX JIHI] (BO3MOXKHOCTh HcHodn30BaHuss AC MU JOCTyIl K €€ pecypcam
JOJDKHBI  HMMETh  TOJIBKO  3apETHCTPUPOBAHHBIE  YCTAHOBJIEHHBIM  IMOPSAKOM
M0JIb30BATEIH );

- pa3rpaHUYeHue  JOCTYyNa  3aperMCTPUPOBAHHBIX  MOJb30BaTeNe K
anmapaTHbIM, TPOrpaMMHBIM U HGopMaroHHbIM pecypcaM UCIT/IH (BO3MOXHOCTD
JIOCTyNa TOJBKO K TEM pECcypcaM M BBINOJIHEHHUS TOJIBKO T€X OMepaluil ¢ HUMH,
KOTOpblE HEOO0XOMUMBbI KOHKpEeTHbIM ToJib3oBaTessiM MCII[In nns BeImosHEHUs
CBOMX CIY>KEOHBIX O0OSI3aHHOCTEH), TO €CTh 3allUTy OT HECAHKIMOHUPOBAHHOIO
JOCTyma:

a) k uadopmaruu, mupkynupyromeit B UCIT/IH;

0) cpeactBam BeiuncinutenbHon Texuuku UCIH;

B) ammapaTHbIM, NPOTPaMMHBIM U KpuUnTorpadguueckuM CcpeacTBam
3amuThl, ucnojibzyeMbiM B UCII/IH;

- PETUCTPALMIO JECUCTBUIM MOJI30BATENCH MPU HCIOIB30BAHUM 3AIIMUIIAEMbBIX
pecypcoB HCIIJIH B CHCTEMHBIX JKypHajaX W NEPUOJAHYECKUN KOHTPOIb
KOPPEKTHOCTH JIEWCTBHM IOJIb30BATENIEW CHUCTEMBI ITyTEM aHalIu3a COJIECPKUMOTO
ATUX )KYPHAJIOB;

- KOHTPOJIb IEIOCTHOCTU (0OecreyeHne HEM3MEHHOCTH) Cpebl MCTIOIHEHUS
MPOTpaMM U €€ BOCCTAHOBJICHUE B CJIydae HapyIICHUS;

- 3aITUTy OT HECAHKIIMOHUPOBAHHONW MOAM(DUKAIIMKN W KOHTPOJIb 1ETOCTHOCTH
ucnons3yembix B MCII/IH mporpaMMHBIX CpEICTB, a TAKXKE 3aIIUTY CUCTEMBI OT
BHEJIPCHUS HECAHKIIMOHUPOBAHHBIX MIPOTpaMM;

- 3amuty [I/IH OT yTeuku Mo TEeXHHUYECKUM KaHajgaMm IpH ee o0paboTke,

XPaHCHUM U MEPEAAIC 110 KaHaJIaM CBA3HU,
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- 3amuty I1/IH, Xpanumoii, oOpabaThiBaeMOl W TepeaBaeMoi IO KaHajiam
CBSI3M, OT HECAHKIIMOHUPOBAHHOT'O PA3TJIAIICHUS WA UCKAXKEHNS;

- o0ecrieyeHue  KUBYUYECTH  KPUNTOrPAPUUYECKUX  CPEICTB  3aIIUThI
uH(OpPMAITUU TIPU KOMIIPOMETAIIUN YaCTH KITFOYEBON CUCTEMBI;

- CBOCBPEMEHHOE BBISBJIICHHE UCTOYHUKOB yrpo3 6e3omacHoctu [1/[H, mpuunH
U YCJIOBHM, CHOCOOCTBYIONIMX HaHeceHHio yuiepba cyobektam [IJ[H, co3manue
MEXaHU3Ma OIEPATHBHOTO pearupoBaHUs Ha Yrpo3el OeszomacHoctu [IJ][H u
HETaTUBHbBIEC TCHACHIUY;

- CO3/IaHM€ YCJIOBUH JJI1 MUHUMU3ALMH M JIOKAJU3AlUH HAHOCHMOIO yIiepoa
HEMPABOMEPHBIMHU JIEUCTBUAMH (UBUYECKUX W IOPUIUYECKUX JIUIl, OcCjiabJieHue

HCTAaTUBHOI'O BIIMAHUA U JIMKBHU AU HOCJIGIICTBI/Iﬁ HapYyHICHUA Oe3o1mmacHoCTH HI[H
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3 O0BbeKTHI 3aIUTHI
3.1 Ilepeuyenb MHGOPMALMOHHBIX CHCTEM

Ha npenmpustun OO0 «Cenbmarin» Mpou3BOIUTCS 00pad0TKa MePCOHATBHBIX
JIAHHBIX B MH(OPMAITMOHHBIX cucTeMa 00paboTku nepcoHanbHbix naHHbIX (MCITIH).
[lepeuens UCII/IH ompenensiercs Ha ocHoBaHMHM OTdUeTa MO pe3yibTaTaM

BHYTPEHHEW NPOBEPKHU.

3.2 IlepeyeHb 00HEKTOB 3AIIUTHI

OObekTaMu 3alIUTHI ABISAIOTCSA — nH(popManus, oopadartsiaemas B UCI1/IH, u
TEXHUYECKUE CPEACTBa €e 00paboTKH U 3aImuThl. [lepeueHs nmepcoHaIbHBIX JaHHBIX,
HoJUIeKalie 3amure, onpeneieH B [lepeuHe nepcoHanbHbIX JaHHBIX, MOJIEKAIIUX
zamurte B UCII/I.

OOBEKTHI 3aIIUTHI BKIIIOYAIOT:

1) O6pabaTeiBacMast HHGOPMAIIHS.

2) Texnonoruueckas HHGOpMAIusI.

3) [IporpaMMHO-TEXHUYECKUE CPEICTBA OOPAOOTKH.

4) CpenctBa 3ammthl [1/]H.

5) Kanabl nH()OpMAIIMOHHOTO OOMEHA U TeJICKOMMYHUKAIIHH.

6) OOBEKTHI U TIOMEIIIEHUS, B KOTOPBIX pa3merieHbl KommoHeHTsl MCTT/IH.
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Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc

4 Kanaccupurkanus noab3oBareseit UCII/In

[Tons3zoBarenem VCII/IH siBisieTcs TUII0, y4acTBYIOIIEE B (PYHKIIMOHUPOBAHUU
MHOOPMAIMOHHOW  CHUCTEMBbl [EPCOHAIBHBIX  JIAHHBIX WJIM  HCHOJB3YIOIEee
pesynbratel ee (pyHkrumonupoBanus. [lomp3oBatenem WCII[H sBmsercs mro0oit
coTpynHHUK mnpennpustus, umerommii gocryn k HMCIIJIH u ee pecypcam B
COOTBETCTBUM C  YCTAHOBJICHHBIM  TMOPSOKOM, B  COOTBETCTBUH C  €rO
(GYHKIIMOHATBHBIMU O0S3aHHOCTSIMHU.

[Tons3oBarenu UCII/IH nensTcs Ha TpU OCHOBHBIE KATETOPUM:

1) Anmunauctparopsl  UCII[H. CoTpyaHUKHM  TpeanpHUsTHs, KOTOPBIC
3aHMMAIOTCA  HAaCTPOMKOH, BHEAPEHHEM U  CONPOBOXKIACHUEM  CHUCTEMBI.
Anmunuctpatop UCIIIH obnagaeT cieayommM YpoBHEM JOCTYMA:

- oOnamaer moJiHOM WHGOpPMalME O CHUCTEMHOM M MPHUKIAJTHOM
nporpammHom obecnieueHun UCIIx;

- oOiagaer moJMHOM uWHGpOpManMed O TEXHUYECKUX CpPEICTBaX U
koHpurypauuu UCII/H;

- UMEET JOCTYyll KO BCEM TEXHHYECKUM CpEeICTBaM 0OOpabOTKH
uHpopmanuu u nanabiM UCIH;

- o0najmaer mpaBaMu KOH(MUTYpUpPOBaHUS M aJIMHUHHUCTPATUBHOMN

HacTpoiiku Texunueckux cpeacts UCII/IH.

2) IporpammucT-pazpaboTIUK NCIIdn. (MHXKEHep-TTPOrpaMMHUCT)
CoTpyIHUKH TPEANpUSATHS WIA CTOPOHHUX OPraHU3allfii, KOTOPbIE 3aHUMAIOTCS
pa3paboTkoii TmporpaMmHoro obOecrnedeHus. Paspadorumk MCII[n oOmamaer
CJIEIYIOLIUM YPOBHEM JIOCTYIIA!

- obnamaer mHbopmalmeil 06 aaropuTMax M IMporpammax 00paboTKu
uHpopmanuu Ha UCIT/IH;
- 00J1ajaeT BO3MOXKHOCTSIMHM BHECEHHS OIIMOOK, HEACKIapUPOBAHHBIX

BO3MOYKHOCTEM, NPOrpaMMHBIX 3aKJIaJ0K, BpPEIOHOCHBIX NPOrpamMMm B

nporpammHoe obecneuenue MCIIJIn Ha craguu ee pa3pabOTKH, BHEAPEHUS U

COIIPOBOXK/ICHHUS;

21



- MOXET pacrnosiaraTb JItOObIMM  (parMeHTaMu MH(pOpMaLuu O
tononoruu VMICII[IH u TexHHMUecKux cpeacTBax oOpaboTku u 3amuthl [1/1H,
oOpabatbiBaembix B UCIT/IH.

3) Oneparop UCII[n. CoTpymIHHKH TOApA3ACICHUN  MPEATNPUATHS,
yuacTByrommx B mporecce skcmryarauun WCIIda. Oneparop MCII[An obnamaer
CJIEYIOLIUM YPOBHEM JOCTYIIA:

- o0ajaeT BCeMU HEOOXOAMMBIMU aTprOyTaMu (HarpuMep, maposiem),
00ecreunBarOIIUMU JOCTYII K HEKOTOpOMY IOAMHOKecTBY 11J1H;

- pacrionaraerT KOH(QHUACHIHMAIbHBIMA JAaHHBIMH, K KOTOPBIM HMEET
JOCTYTI.

Kareropuu nmosaws3oBaTeneit JOJDKHBI OBITH onpenenenbl it kaxaon UCI/H.
JloibkHO  OBITh  YTOYHEHO pa3/ielieHue COTPYJHUKOB BHYTPU KaTeropwii, B
COOTBETCTBUM C THIIAaMH  II0JIb30BaTelIed  omnpeneneHHbIMH B [lonuTuke
nH(OPMAITMOHHON OE30MTaCHOCTH.

Bce BbIABIEHHBIE TPYyNIIBl ITOJB30BATENIEW OTpaxkarorcs B Otduere 1o
pe3ynbTaTaM BHYTpeHHEW mnpoBepku. Ha ocHoBanmm OtyeTta OnpeaessroTcs mpasa
noctyna K anemeHtam MCII/IH mma Bcex rpynm IMOJb30BaTENEd U OTPAKAIOTCSA B
Matpunie npoctyna B IlomoxkeHun o0 pa3rpaHdyeHUM TOpaB  AocCTyna K

00pabaThIBacMbIM MIEPCOHAIBHBIM JIAHHBIM.
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5 OCHOBHBbIC MPUHIMIIBI MOCTPOCHUS CHCTEMbI KOMILJIEKCHOM 3aIIIUTHI
uH(popMauH

[Toctpoenue cucremsl obecneuenus 6ezonacHoctu UCITIn OO0 «Cenbmarin
U e¢ (PYHKIIMOHMpPOBAHWE JIOJDKHBI OCYIIECTBISTHRCA B  COOTBETCTBHH  CO
CJICAYIOIIMMU OCHOBHBIMHU MPUHIIUIAMU:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMIUIEKCHOCT;

- HENPEPHIBHOCTD;

- CBOEBPEMEHHOCTb;

- IPEEMCTBEHHOCTh U HEMPEPBIBHOCTh COBEPIICHCTBOBAHUS,

- IEpCOHAJIbHAsI OTBETCTBEHHOCTD;

- MUHUMU3AIUS TOJTHOMOYUI;

- B3aUMOJIEHCTBHUE U COTPYAHUYECTBO;

- THOKOCTh CUCTEMBbI 3aIlUThI,

- OTKPBITOCTh AITOPUTMOB U MEXAHU3MOB 3aIlIUTHI;

- IPOCTOTA MPUMEHEHUS CPEJICTB 3alUTHI;

- Hay4YHasi 000OCHOBAHHOCTb Y TEXHUYECKAasl PealTn3yeMoCTh;

- cTerann3aIus 1 npodeccuonanusm;

- 00513aTEIBHOCTh KOHTPOJIS.

5.1 3akoHHOCTH

[Ipeamonaraer OCyIIECTBIEHHWE 3alIUTHBIX MEPONPUITH U Pa3pabOTKy
C3II[In mpennpusTuss B COOTBETCTBUU C JCWCTBYIOIIMM 3aKOHOJIATEILCTBOM B
obmactu 3ammTel [IJlH W JApyrmX HOPMATHBHBIX aKTOB IO O€30MacHOCTH
nH(pOpMAaIH, YTBEPKIECHHBIX OpTaHAMH TOCYJIapCTBEHHOW BIIACTU U YIPABJICHUS B
npejenax uxX KOMIETEHIIUH.

[Tonp3oBatenn u obcmyxuBatomuii nepconan [1[lax VUCIT[In mpeanpustus
JIOJDKHBI OBITH OCBEJIOMJIEHBI O MOPSJKE padOThI ¢ 3anuiiaeMoi nHdopMmaiueit u 06

OTBETCTBEHHOCTH 3a 3amuThl [1/1H.
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5.2 CucreMHOCTH

Cucremnsiii noaxos k noctpoenuto C3IIIH npeanpusaTus npeanonaract yder
BCEX B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIIUX W M3MEHSIOIIUXCA BO BPEMEHHU
AJIEMEHTOB, YCJIOBUH W (DaKTOPOB, CYIICCTBCHHO-3HAYUMBIX JJI1 TOHUMAaHHUS U
pemienus mpobseMsl obecnieuenus 6e3onacHoctu [11x UCITn npeanpusitus.

[Ipn co3maHuM CcUCTEMBbl 3alIUTHI JOJKHBI YUYHUTBHIBATHCS BCE clladble U
HauOosiee Yys3BHUMBIE MecTa cuctembl o00pabotku IIJIH, a Takxke Xapakrep,
BO3MOYKHBIE OOBEKTHI W HAIPABJICHHS aTaK Ha CUCTEMY CO CTOPOHBI HApYIIUTEICH
(0cOOEHHO BBICOKOKBATM(PHUITUPOBAHHBIX 3JI0YMBIILICHHUKOB), TyTH MPOHUKHOBEHUS
B pacnpenenennbie cuctembl 1 HCJ[ x uadpopmaruu. CucteMa 3aIiuThl JT0DKHA
CTPOUTHCS C YUETOM HE TOJIBKO BCEX M3BECTHBIX KaHaJoB NpoHukHOBeHUd u HCJI k
uHpopMau, HO U C YYE€TOM BO3MOKHOCTH IIOSIBJICHUS MPUHIIUIIHAIBLHO HOBBIX

MyTel peann3aiu yrpo3 0€30MacHOCTH.

5.3 KoMILIEKCHOCTDH

KoMIiiekcHOe MCIOJIb30BaHUE METOJOB W CPEACTB 3alIUThl MPEANOJaraet
COIJIaCOBaHHOE NPHUMEHEHHE PAZHOPOAHBIX CPEACTB IPU NOCTPOEHUU LEIOCTHON
CUCTEMBI 3alllUThl, MEPEKPHIBAIONICH BCE CYIIECTBEHHbIE (3HAYUMBbIE) KaHaJbI
pealiM3allid yrpo3 W HE cojepxKalled cladblX MECT Ha CThIKaX OTAEJbHBIX €€
KOMITOHEHTOB.

3amura JI0JKHA CTPOMTHCS SUIENIOHMPOBaHO. s KaKIOro KaHajga yTEUKH
uHbOpMallMu M JUIsI KaXJIOM yrpo3sl O€30MacHOCTH JOJKHO CYIIECTBOBATH
HECKOJIBKO 3alUTHBIX pyOexeil. Co3naHue 3allMTHBIX pyOexeld OCYIEeCTBISIETCS C
Y4€TOM TOro, YTOOBbI IJIi MX NPEOJOJICHHS MOTEHIUATbHOMY 3J0YMBIIUICHHUKY
TpeOoBaMCh MPOQPECCHOHANbHbIE HABbIKM B HECKOJbKUX HEB3aMMOCBS3aHHBIX
o0nacTsx.

Buemmnss 3ammra  g0KHAa oOecrneunBarhes  (DU3MYECKMMHU  CPEICTBaMH,
OpraHU3allMOHHBIMU U TPaBOBbIMH MepamMu. OIHMM U3 HaumboJiee YKpEIJIEHHBIX
pyOesxel mpu3BaHbl ObITh CPEACTBA KPUNTOIPAPUUECKON 3aIUTHI, PEaIU30BaHHBIE C
ucnosnb3zoBanueM TexHojornn VPN. IlpukiiaqHoil ypoBeHb 3alUThl, YYUTHIBAOIIMMA

O0COOEHHOCTH MPEAMETHOMN 00JIaCTH, TPEACTABISIET BHYTPEHHUN PYOEkK 3alTUTHI.
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5.4 HenpepbiBHOCTB 3amuThl I1{H

Jammra I[J[H — He pa3oBoe MEPONPUATHE M HE IPOCTasi COBOKYIHOCTH
IIPOBEICHHBIX MEPOIPUATUN U YCTAHOBIIEHHBIX CPEACTB 3aILUTHI, a HENPEPBIBHBIN
LIEJICHAPABJICHHBIN TIPOLECC, NPEANONIaraloliui MPUHATUE COOTBETCTBYIOLINUX MEP
Ha BceXx ATamnax ku3HeHHoro rukiaa UCII/IH.

NCIIIH nomKkHBI HAaXOOUTHCA B 3alIMIICHHOM COCTOSIHUM Ha NPOTSKEHUU
BCEr0 BPEMEHM HX (QYHKIMOHHUPOBAHHUA. B COOTBETCTBMM C 3TUM MPUHIUIIOM
JOJDKHBI IPUHUMATBCS. MEPBI 110 HeAomyuieHuto nepexoaa UCIIIH B He3amumnieHHoe
COCTOSIHHUE.

BonbmMHCTBY ~ (U3MUECKUX W TEXHUYECKHMX CpPEACTB  3allUThl  JJIs
3¢ ()EKTUBHOTO BBHINOIHEHUSI CBOMX (PYHKIMI HEOOXOAMMA MOCTOSIHHAS TEXHUYECKAs
U OpraHu3alMoOHHas (aAMUHUCTpPAaTUBHAs) MOJAEpXkKa (CBOEBpEMEHHass CMEHa U
oOecrieyeHne MPABWIBHOIO XPAHEHHS] U TPUMEHEHUST HMMEH, IapoJyield, KItouen
muppoBaHus, MepeonpeneeHue NoJHOMOUNI U T.11.). IlepepriBel B paboTe CpencT
3alMUTBl  MOTYT OBITh  HUCHOJB30BaHbl  3JOYMBILUICHHUKAMHM U1 aHalu3a
NPUMEHSEMBIX METOJOB MW CPEACTB 3allUThl, [JIsI BHEIPEHUS CIEUUATIbHBIX
IIPOTPAMMHBIX M aIIIAPATHBIX "3aKIAI0K'" U OPYTHUX CPEACTB IPEOJOIEHUS CUCTEMBI

3aIMTHI MOCJIE BOCCTAHOBIICHUS €€ (PYHKIIMOHUPOBAHUS.

5.5 CBoeBpeMeHHOCTH

[Ipeanonaraer ynpexaarolmui Xapakrep Mep oOecreueHuss 0e30macHOCTU
IT1/IH, TO ecTh MOCTAHOBKY 3ajad no komruiekcHor 3ammrte MCIT[IH u peanuszanuto
Mep obecrnieuenust 6ezonacHoct [IJI[H Ha panHux craausx paszpadorku MCII/IH B
LEJIOM U €€ CUCTEMBI 3alIUThl MH()OPMAIIUH, B YACTHOCTH.

Pa3paboTka cucTeMbl 3aMTHI JOHKHA BECTUCH MApaIENIbHO ¢ pa3paboTKoM
pPa3BUTHEM CaMOM 3alMIIAEMON CHUCTEMBbI. DTO TO3BOJUT YYECTh TPEeOOBaHUS
6e3omacHOCTH NP co3aHuu Oosee A3PHEeKTUBHBIX (KaK MO 3aTpaTaM pPecypcoB, TaK U

M0 CTOMKOCTH) 3aIlIUIIEHHBIX CUCTEM.

5.6 IIpeeMCTBEHHOCTH M COBEPLIEHCTBOBAHME

Hpe)lnonaramT IMOCTOAHHOC COBCPIICHCTBOBAHHWC MCP M CpCACTB 3allUTHI

I/IH(I)OpMaI_[I/II/I Ha OCHOBC IIPCCMCTBCHHOCTH OpPIraHU3allMOHHBIX MW TCXHHYCCKHX
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penieHuii, KaapoBoro cocrana, aHanuza ¢pyHkunonupoanus UCIIJIH u ee cucteMsl
3alUTHl C YYETOM M3MEHEHHM B METOJaX W CpEeACTBaxX IepexBaTa MH(OpMAaIHH,
HOPMATHUBHBIX TpeOOBaHUN MO 3alllUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U

3apyOEKHOTO OIBITA B ATOH OOJIACTH.

5.7 HepCOHaJIbHaﬂ OTBECTCTBCHHOCTD

[Ipenmonaraer BO3710KEeHHE OTBETCTBEHHOCTH 3a OOecreueHue 0e30MacHOCTH
[IlH u cucrembl ux 00paOOTKM Ha KaXKIOTO COTPYJIHUKA B TMpeaerax ero
MOJIHOMOYMM. B COOTBETCTBMM ¢ 3TUM MPUHLUIIOM pacOpeiesieHue IMpaB U
00s13aHHOCTEH COTPYJHUKOB CTPOMUTCS TakMM 0Opa3oM, 4ToObl B ciydae J1000ro

HapyHICHUA KPYI' BHHOBHUKOB OBLT YETKO U3BECTEH WIIU CBCIACH K MUHUMYMY.

5.8 IlpuHIMNT MUHUMH3ANUH TTOJTHOMOYHIA

O3HavaeT mpeaoCTaBIICHUE MOJIb30BATENSIM MUHUMAJIBHBIX NpaB JIOCTyNa B
COOTBETCTBHH C IMPOM3BOJICTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE IIPHHIIUIA «BCE,
YTO HE Pa3pEeUICHO, 3alPEIICHO.

Hoctyn x IIJIH noJbKeH NpeaoCTaBIsAThCA TOJBKO B TOM Ciiydyae U OoObeMe,
€CIIM 3TO HEOOXOJUMO COTPYIHMKY JJIS BBIMOJHEHHUS €r0 JOJKHOCTHBIX

00s13aHHOCTEN.

5.9 B3aumojeiicTBHe U COTPYIHUYECTBO

[Ipeanonaraer co3naHue OnarompusTHOW aTtMochepbl B  KOJUIEKTHBAaX
nojapasnenenui, obecneuynBaromux aearensHocts WCII[H mnpeanpusatus, s
CHIW)KEHHUS! BEpOSITHOCTH BO3HUKHOBEHHS HETAaTUBHBIX JIEUCTBUH CBSI3aHHBIX C
YEJIOBEYECKUM (haKTOPOM.

B Takoii 0OCTaHOBKE COTPYAHUKH JOJDKHBI OCO3HAaHHO COOJIIOATh
YCTAHOBJICHHBIE MPABWJIA U OKa3bIBATh COJECUCTBUE B NEATEIBHOCTU MOAPA3ACICHUN

TEXHUYECKOM 3aIuThl HH(OOPMAIIHH.

5.10 I'mbokocTh cucrembl 3amuThl [1H

[IpuHsTHIE MEPHI M YCTAHOBJIEHHBIE CPEJCTBA 3aIUTHI, 0COOCHHO B HaYaJIbHBIN
NepuoJl MX DOKCIUTyaTalldd, MOTrYT OOeCleyuBaTh KakK 4Ype3MEpHbId, TaK U
HEJOCTAaTOYHBIA YpOBEHb 3alluThl. [ oOecneueHrs BO3MOKHOCTH BapbUPOBAHUS

YPOBHEM 3alllMIICHHOCTH, CpCACTBA 3alllMTLI AJOJIKHBI O6HaJIaTB OHpC}I@J’ICHHOI\/’I
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ruOkocTbio. OCOOEHHO BaXKHBIM 3TO CBOWCTBO SIBJIIETCA B TEX CcClydasX, Korjaa
YCTaHOBKY CPEJCTB 3aIlIUThl HEOOXOIMMO OCYUIECTBIATH HAa paOOTAIOLIYI0 CUCTEMY,

HE HapylIas mpoliecca ee HOpMaIbHOTO (PYHKITMOHUPOBAHUS.

5.11 OTKprTOCTB AJATOPpUTMOB 1 MEXAaHU3MOB 3allIMThI

CyTh pUHIMIIA OTKPHITOCTH aJTOPUTMOB U MEXAHWU3MOB 3alIUTHI COCTOUT B
TOM, 4YTO 3allUTa HE JOJDKHA OOECHeYMBAThCA TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpraHM3allid H alrOpUTMOB (DYHKIIMOHUPOBAHMS €€ TMOJCHCTEM.
3HaHUE aTOPUTMOB PaOOTHI CUCTEMBI 3AIUTHI HE JTIOJKHO JIaBaTh BO3MOXKHOCTH €€
npeojoyieHust (naxe aBTopam). OgHAKO, 3TO HE O3HA4yaeT, 4yTo MHpoOpMalus o

KOHKpGTHOﬁ CHCTCMC 3alllUTHI AOJI2KHA OBITH O6HICIIOCTYHH3.

5.12 IIpocToTa NpUMeHeHNsI CPEACTB 3aIUTHI

MexaHu3Mbl 3alIUThl JIOJDKHBI OBITh MHTYUTUBHO TOHSTHBI W TIPOCTHI B
UCIIOJb30BaHuU. [IpuMeHEeHHe CpeACTB 3alllUuThl HE JIOJDKHO OBITh CBSI3aHO CO
3HAHUEM CIEIHUATbHBIX S3bIKOB WM C BBIIIOJHEHUEM JIEUCTBUM, TPEOYIOMINX
3HAUUTENBHBIX  JOMOJHUTENBHBIX  Tpydo3aTpaT MNpu  OObIYHOM  pabote
3apPErUCTPUPOBAHHBIX YCTAHOBJICHHBIM TIOPSJIKOM TIOJIb30BAaTEC, a TaKXke He
JIOJDKHO TpeOOBaTh OT TOJI30BATEJISI BHIMIOJHEHUSI PYTUHHBIX MAJIOMOHSTHBIX €My
onepanuil (BBOJ HECKOJIBKUX MAPOJIEH U UMEH U T.1.).

JIoJbKHA JOCTUraThbCsl aBTOMAaTHU3allMsl MAKCHUMAaJbHOIO 4YMClIa JEMCTBUHU

nosnb3oBareneit u agmunauctparopos UCIIH.

5.13 HayuyHnasi 000CHOBAHHOCTDb U TEXHHYECKAS Peain3yeMoCTh

NudopmarnmonHbsie TEXHOJOTHUH, TEXHUYECKHE W TIPOTPAMMHBIE CPENICTBA,
CpelCcTBa W Mepbl 3alllUThl HMH(MOpPMALMU JOJDKHBI OBITh pEaln30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSl HAYKHM U TEXHUKH, HAYYHO OOOCHOBAHBI C TOYKH
3peHUs] JOCTHKEHHUS 3aJaHHOTO YPOBHsSI 0€30MacHOCTH HH(OpMALMM U JTOJIKHBI
COOTBETCTBOBATh YCTAaHOBJIECHHBIM HOpMaM U TpeGoBaHusIM 1o Oe3omacHoctu [1/1H.

C3I1[x nmomkHa OBITH OPUEHTHUPOBAHA HA PEIICHHS, BO3MOXKHBIE PUCKHU IS
KOTOPBIX M MEpbl NPOTUBOAECUCTBUA OTHUM PHUCKaM IPOLUIM BCECTOPOHHIOIO

TEOPETUYECKYIO U MPAKTUYECKYIO ITPOBEPKY.
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5.14 Cnenuanun3anusi u npogeccuoHaIN3M

[Ipeanonaraer mnpuBieyeHUEe K pa3pabOTKE CPEACTB W pealu3aludd Mep
3aIUThI uH(bOopMaIuu CHEUATM3UPOBAHHBIX OpraHu3alui, Hanooiee
MOJATOTOBJIEHHBIX K KOHKPETHOMY BHUJY JESITEIBHOCTH MO  00OECIEeYeHUIo
oe3onacHoctu I1/[H, MMEIOMKX ONBIT MPAKTUYECKON PadOThl U TOCYJAapPCTBEHHYIO
JUIEH3WIO Ha TMpaBO OKa3aHWs YCIyr B JTod oOmactu. Peanmzanus
aIMUHUACTPATUBHBIX MEP U AKCIUTyaTalUsl CPEICTB 3aIIUTHI JOJHKHA OCYIIECTBISATHCS

HpO(l)eCCI/IOHaJ'IBHO MMOATOTOBJICHHBIMHU CIICHUAJIUCTAMU HPCAIIPUATHIA.

5.15 O6s13aTeJILHOCTH KOHTPOJISI

[Ipeanonaraer 00sA3aTeIbHOCTh U CBOEBPEMEHHOCTD BBISIBJICHUS U MPECEUEHUS
HOMBITOK HApPYLIEHUS! YCTaHOBJIEHHBIX MpaBui obecrnieueHus: 6ezomacHoctu 11JIH Ha
OCHOBE HCIOJIB3YEMBIX CHUCTEM M CPEACTB 3alUThl HMHGMOpMAUU MOpH
COBEpIICHCTBOBAHUU KPUTEPUEB U METOJIOB OLEHKU 3(PPEKTUBHOCTH ITUX CUCTEM U
CPEICTB.

KoHTponb 3a [eATenbHOCTBIO JHOOOrO IOJIB30BATENS, KaXKJIOTO CpeAcTBa
3alIUThl U B OTHOILEHUU JIIOOOTO OOBEKTa 3AIIUTHI JTOJKEH OCYLIECTBIATHCS Ha
OCHOBE NPHUMEHEHHUSI CPEACTB ONEPATUBHOTO KOHTPOJSI W PETUCTPALMH U JOJKEH
OXBaThIBaThb KaK HECAHKIIMOHMPOBAaHHbIE, TaK U CAHKLUMOHUPOBAHHbIC JEHCTBUS

OJIL30BaTEJIEH.
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6 Mepbl, MeTOBI U CpecTBa o0ecnieyeHusi TPedyemMoro ypoBHsi
3alUIEHHOCTH

Obecnieuenrie TpeOyeMOro YpoBHs 3alUIIEHHOCTH JOJKHOCTH JOCTUTaThCs C
UCITOJIb30BAaHUEM MEpP, METOJIOB M CpPEICTB Oe3omacHOocTH. Bece Mephl obecrnieueHus
oe3onacnoctu MCIIJIH noapasnenstorcs Ha:

- 3aKOHOaTeNIbHbIE (TIPaBOBbHIE);

- MOpaJbHO-3TUYECKHUE;

- OpraHu3allOHHbIEC (A IMUHUCTPATUBHBIE);

- hu3HUYECKHUE;

- TEXHUYECKHE (anmnapaTHbie U MPOrpaMMHEIE).

[lepeuenn BeIOpaHHBIX Mep oOecriedeHus: 6e3onmacHocTH oTpakaercsa B [lnane

MCpOHpI/IHTI/Iﬁ 1o 00eCcTIeUYeHHIO 3alIUThI ICPCOHAJIBHBIX JJaHHBIX.

6.1 3akoHoaaTe/IbHbIE (IPABOBbIE) MePbI 3AIUTHI

K npaBoBeIM Mepam 3allUTBI OTHOCATCS ACUCTBYIOIIME B CTPaHE 3aKOHBI,
yKa3bl U HOPMATUBHBIE aKThl, periaMeHTHpylolue mnpaBuia oOpamieHus c I1/1H,
3aKpEIUIIONIKE MpaBa U 0053aHHOCTH YYACTHUKOB MH(OPMAIIMOHHBIX OTHOIIICHUN B
mporiecce ee¢ 00paOOTKM U  HCMHOJB30BaHUS, a TaKXKe YCTaHABJIMBAIOIIHE
OTBETCTBEHHOCTh 3@ HApYIICHHsS JSTUX MpaBUJl, TMPEMATCTBYS TEM CaMbIM
HEenpaBoOMepHOMY ucrosib3oBaHuio [1/IH u aBnsromuecs caepkuBarouM (HakTopoM
JUTSl TIOTEHUUANIbHBIX HApyIIUTENEH.

[IpaBoBblE  MEpBI  3alATBl  HOCAT B  OCHOBHOM  YIIPEXKIAMOLINM,
MpOPHIIAKTUYECKUN XapaKkTep U TPeOYIOT MOCTOSHHON Pa3bSICHUTEIBHON paboThI C

ITIOJB30BATCIISIMU U 06CJ'Iy>KI/IBaIOH_[I/IM nmepCcoHaIOM CUCTCMEI.

6.2 MopajibHO-3THYECKHE MePbI 3alUThI

K MopanbHO-3THUYECKUM MepaM OTHOCSITCS HOPMbI TMOBEIEHUS, KOTOpbIC
TPAIUIIMOHHO CIOXWINCh WM CKJIAABIBAIOTCS MO Mepe pacnpoctpaHeHus DBM B
CTpaHe WM 00IIeCTBE. DTH HOPMBI OOJIbIIEH YacThIO HE SIBIISIOTCA 0053aTCIbHBIMU,
KaK 3aKOHOJIAaTE€JIbHO - YTBEPXKIACHHbIE HOPMATHUBHBIE aKThl, OJIHAKO, UX

HECcOOJI0/IeHHEe BEAET OOBIYHO K MaJCHUI0 aBTOPUTETA, MIPECTHKA YeJIOBEKA, TPYIIIIbI
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JUL WIA OpraHu3aluyd. MoOpajgbHO-3THYECKHE HOpPMBI OBIBAIOT KaK HENHUCAHbIE
(Hampumep, OOILIENPU3HAHHBIE HOPMBI YECTHOCTH, MATPUOTH3MA W T.I.), TaK U
nucaHble, TO €cTb O(OPMIICHHBbIE B HEKOTOPHIM CBOA (ycTaB) MpaBU WIH
IIPEANUCAHNAN.

MopanbHO-3TUYECKHE MEpHl 3alIUTHl SABISAIOTCS NPOGUIAKTHYECKUMH U
TpeOyIOT NOCTOSSHHOW pabOThl MO CO3JaHUIO 3JI0POBOTO MOPAJIbHOIO KJIMMAara B
KOJUIEKTHBAX MOJpa3AeieHu. MOpaJbHO-ITUYECKHE MEPBI 3aIIMUTBl CHUYKAIOT
BEPOSITHOCTh BO3HUKHOBECHMSI HETATHUBHBIX JECUCTBUI CBA3AHHBIX C YEJIOBEYECKHM

dbakTopom.

6.3 Oprann3zaunoHHble (AAMUHUCTPATHBHbIE) MEPbI 3aLUTHI

OpraHu3aiMoHHble  (aMUHUCTPATUBHBIE) MEpPHl 3aIIUTBI - 3TO MEpHI
OpPraHMU3alMOHHOTO XapakTepa, PeriaMeHTUPYIOLIUEe MpoLecchl (PyHKIMOHUPOBAHUS
NUCIIn, wucnons3oBanue pecypcoB MCIIJH, neqarenbHOCTh 00CITyKHBAIOLIETO
MEpCOHANA, a TaKXe MOPSAIOK B3auMojencTBus mnoap3oBarenet ¢ MCII[H Takum
o0pa3oM, 4ToObI B HAaMOOJbILIEH CTENEHU 3aTPYAHUTh WM UCKIIIOUUTh BO3MOXKHOCTD
peanu3anuu yrpo3 O€30MaCHOCTUM WM CHU3HTHh pa3Mep MOTeph B Ciydae HX
peanu3anuu.

['maBHasg 1enb aJIMHUHUCTPATUBHBIX MEp, NPEANPUHUMAEMBIX HA BBICHIEM
yIOpPaBJICHUYECKOM ypoBHE — cdopmupoBarh llonmuTuky HHPOpMaMOHHON
6e3onacHoctu [1JIH (oTpaxaromyro Moaxoabl K 3aliuTe HHPOpMAaIKi) U 00ECeunTh
€€ BBINOJHEHUE, BbIIENSA HEOOXOANMBIE PECYPCHI U KOHTPOJIHUPYS COCTOSIHUE JE.

Peanuzanus Ilonmutuku wmudopmarnmonHoit 6e3omacHoctu [/l B UCIIH
COCTOSIT U3 MEp aJMHUHUCTPATUBHOIO YPOBHSI M OPraHU3alMOHHBIX (TPOIEAYPHBIX)
Mep 3alIUThl MH(OpMAIUK.

K agMMHMCTPaTMBHOMY YpPOBHIO OTHOCATCS PELIEHHUs PYKOBOJCTBA,
3aTparuBatomne naesteapHocth WCIIIH B menom. DTH pelieHus 3aKperuisiioTcs B
[Tonutuke wuHbopmamoHHOU Oe3omacHOCTH. IIprMepoM TakuX pemeHuit MOoryT

OBITh:
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- IPUHATHE peueHuss o0 (QOPMUPOBAHUM WM MEPECMOTPE KOMILIEKCHOU
nporpamMMmel obecriedenust 6ezomacHoct [1/1H, ompesnenenne OTBETCTBEHHBIX 3a €€
peanu3anuio;

- popmynupoBaHUE IIeNel, NMOCTaHOBKA 3aJad, OMpEelieHuE HarpaBlICHUN
JesITeIbHOCTH B 06nacT 0e3onacHoctu [1][H;

- IPUHSATHE PEIICHUN MO BOIPOCAM pealih3alliu MporpaMMbl 0€30MacHOCTH,
KOTOPBIE paCCMaTPUBAIOTCS HA YPOBHE NIPEANPUATHUS B LIETIOM;

- obecrieueHue HOpMaTUBHOM (ITPaBOBOI) 0a3bl BOMPOCOB 0E30MACHOCTH | T.1I.

[TonmuTuka BEpXHETO YPOBHSA JOJDKHA YETKO OYEPTUTH cdepy BIUSHHUS H
OTpaHUYCHUs] TpU ompeneneHun 1ene oe3zonacHoctu [1JIH, ompeaenuTh KakuMH
pecypcamu (MaTepHalibHbIE, IEPCOHAN) OHU OYyAYT AOCTUTHYTHI U HAaWTH pa3yMHBIH
KOMIIPOMHMCC MEXIY MNPUEMIIEMBIM YPOBHEM 0O€30MaCHOCTH M (DYHKIIMOHAIBHOCTBIO
NCIIH.

Ha opraHu3alluoHHOM YypOBHE ONPEIENSIOTCS NPOLEAYypbl W IPAaBHIIA
JTOCTHOKEHMSI Liesied M pemieHus 3a1ad llonmutuku nHpOpManmoHHOW 0€30MacCHOCTH
[1/11. DT npaBuiIa ONpenesoT:

- KaKoBa 00J1acTh MPUMEHEHHUS MOAUTHKU Oe3onacHocTH [1/H;

- KAKOBbl POJM U OOA3aHHOCTH JOJDKHOCTHBIX JIML, OTBEYAOIIHE 32
npoBefeHHe NOAUTHKM Oe3zomacHoctd IIJ[H, a Tak ke UX YCTaHOBWTH
OTBETCTBEHHOCTH;

- KTO UMeeT npasa gocryna k [1/1H;

- KaKUMHU MEpaMH U cpeicTBaMu obecrieunBaercs 3ammra [1/1H;

- KAKUMU MEPaMH U CPEACTBAMU 00ECIEUnBAECTCS KOHTPOJIb 33 COOJIOIEHUEM
BBEJICHHOT'O peXrMa 0€30MacHOCTH.

OpraHu3aliMoOHHbIE MEPBI JOJIKHBI'

- IpeayCMaTpUBaTh periamMeHT uH()OPMAITMOHHBIX OTHOILICHHH,
WCKIIIOYAIOIINX BO3MOXXHOCTh HECAaHKIIMOHWPOBAHHBIX JIEWCTBUII B OTHOILLIECHUU
OOBEKTOB 3alUTEL;

- ONPEAENATh KOAIWLIHMOHHBIE W HMEPAPXUYECKUE NPHHLMUIBI W METOAbI

pasrpannuenus nocryna k I[1J1H;
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- ONpeAeNsITh MOpPAJOK paboThl C  MPOrpaMMHO-MAaTEMaTUYECKUMU U
TEXHUYECKUMHU (anmapaTHbI€) CPEICTBAMU 3alUThl U KPUOTO3ALIUTHI U JIPYTUX
3aIUTHBIX MEXaHU3MOB;

- opranuzoBath Mepel npotuBozeicTBuss HCJl monb3oBarensMu Ha 3Tanax
ayTeHTU(PUKAIUKA, aBTOpU3AIMH, HWICHTU(UKAIIMN, OOCCICUNBAIONINX TapaHTUU
peanu3anuy npaB U OTBETCTBEHHOCTH CYObEKTOB HH()OPMAIIMOHHBIX OTHOIICHUH.

B opranuzanmoHHbIe MEPBI TOJKHBI COCTOATH U3!

- pernamenTa aoctyna B nomenienus UCI/IH;

- IOPSIIOK  IOMyCKa COTPYJHUKOB K HCHoOJb30BaHuio pecypcoB MCIIIn
NpeAnpUsTHUS;

- periamMeHTa TMPOILIECCOB BeleHUs 0a3 JaHHBIX M OCYIIECTBICHUS
MOAU(PUKALNHA HHPOPMALIMOHHBIX PECYPCOB;

- periamMeHTa MPOIECCOB OOCTY>KUBAaHUS M OCYIICCTBICHHUS MOIUPUKALNN
anmnapaTtHbIX U nporpamMHubix pecypcoB UCII/IH;

- uHCTpYKImi  momb3oBatenedd  WMCII[In  (agmunmcrpaTopa  MCII/IH,

aJIMuUHUCTparopa oe3zonacHoctH, oneparopa UCIIJIH);

- HHCTPYKIUS ITOJIB30BATCIIA IIPU BOSHUKHOBCHHWHW BHCHITATHBIX CHTyaHI/Iﬁ.

6.4 ®dusuyeckue Mepbl 3aITUTHI

du3nyecKkne Mepbl 3alllUThl OCHOBaHbl HAa MPUMEHEHUM PAa3HOro poja
MEXaHUYECKHUX, AIICKTPO- WM 3JIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB U COOPYKEHUH,
CIEUUAIBHO - TMPEIHA3HAYEHHBIX JUISI CO3JaHus (DU3UUECKUX TPEnsSTCTBUN Ha
BO3MOKHBIX NYTAX NPOHUKHOBEHUS M JIOCTYyNa IMOTCHUHWAJIbHBIX HAPYIIUTEIEH K
KOMIIOHCHTAaM CHCTEMBl M 3aluiiacMoil HHGOpMAIlMHA, a TaKkKe TEXHUYCCKHUX
CPEICTB BU3yaJIbHOTO HAOJIO/ICHUS, CBA3U U OXPAHHOW CUTHAJIM3AIUU.

dusndeckas 3amuTa  3JaHWN, TMOMEIIeHUH, OOBEKTOB U CPEACTB
nH(popMaTU3aIMK TOJKHA OCYIIECTBISATHCS MyTEM YCTAaHOBJIEHUS COOTBETCTBYIOLIUX
MIOCTOB OXPaHbI, C TTOMOIIbIO TEXHUYECKUX CPEJCTB OXPaHbl WU JHOOBIMU JPYTUMHU
coco0amMu, MPEJOTBPAMAIOMIMMHA WM  CYIIECTBEHHO -  3aTPYIHSIOIMIUMHU
MPOHUKHOBEHHWE B  3JaHHUE, TIOMEIICHUS TMOCTOPOHHUX  JIMI, XHWIICHUE

WH(OPMAITMOHHBIX HOCUTEJIEH, CaMHUX CPEJCTB MH(OpPMATH3AIUN, UCKITIOUYAIOIIUMU
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HAXOXKJEHUE BHYTPU KOHTPOJUPYEMOW (OXpaHseMOM) 30HbI TEXHHUYECKUX CPEJICTB

pa3BEKH.

6.5 AnnmapaTHo-nporpaMmMHuble cpeacTBa 3amuThl I1JIH

TexHuueckue (anmapaTHO-TIPOTpaMMHBIE) MEpPBI 3alIUThl OCHOBAaHBI Ha
WCIIOJB30BAaHUN PA3JIMYHBIX JJICKTPOHHBIX YCTPOMCTB U CHEUHAIBHBIX MPOTPAMM,
Bxosamux B coctaB MCIIJIH 1 BBITOJHSIOMNUX (CAMOCTOSTEILHO WIIM B KOMILIEKCE C
JIPYTUMH cpeficTBaMu) (GYHKIIUU 3allUThl (MACHTU(OUKALUIO M ayTCHTHU(UKAIHIO
MOJIB30BATENICH, pasrpaHUYCHHE JOCTyla K pecypcaMm, pPETUCTpaIuio COOBITHH,
Kpuntorpaduueckoe 3akpbiTue HHGOPMAIUU U T.1.).

C yuyeTom Bcex TpeOOBaHUM U MPUHIIUIIOB oOecrieueHus: 6e3omacHoctu [1J[H B
NCIIIH mo BceM HaNpaBJICHUSM 3allUThl B COCTAB CUCTEMBI 3aIIUThI JTOJKHBI OBIThH
BKJIFOUEHBI CIEAYIONIUE CPEACTBA:

- CpeacTBa UIeHTUPUKAITIU (omo3HaBaHUs) 151 ayTeHTU(UKALINI
(moaTBepkIeHUs TOAIMHHOCTH) noJib3oBaTeneit NCII/H;

- CPEACTBA PA3rPAHUYECHUSI JOCTYIa 3apETUCTPUPOBAHHBIX IOJIb30BATENEH
cucremsl K pecypcam UCII/IH npennpusrus;

- cpencTBa  oOeCleYeHUsT M KOHTPOJS IEJIOCTHOCTH TMPOTPAMMHBIX U
MH(OPMAIMOHHBIX PECYPCOB;

- CpPE/ICTBA ONIEPATUBHOI'O KOHTPOJIS U PETUCTPAIIMU COOBITHI O€30MaCHOCTH;

- kpunTorpadudeckue cpeactna 3amuTsi [1/1H.

VYcnemHoe TPUMEHEHHE TEXHMUYECKHUX CPEJICTB 3allUThl HAa OCHOBAaHHUU
NPUHUUNOB (pa3fen 5) NpeAmnoJiaraeT, YTO BBINOJHEHHUE NEPEUYHCICHHBIX HUXKE
TpeOOBaHMI 00ECIeYeHO OpPraHU3alMOHHBIMHU (aAMUHUCTPATUBHBIMU) MEpPAMHU H
UCIIOJIB3YEeMbIMHU (PU3UYECKUMH CPEICTBAMU 3AIUTHI:

- obecnieueHa u3MYECKas IIEIOCTHOCTh BceX KomroneHToB MCII/H;

- Kaxabpld coTpyaHuk (monb3oBarens MCII/IH) wumeer cBoW mnapoiab
MUHUMAJIbHO HEOOXOJUMBIE ISl BBINOJHEHUS UM CBOMX (DYHKIIMOHAIBHBIX

00513aHHOCTEH MOJIHOMOYHS TI0 JOCTYITY K PECypcaM CUCTEMBI;
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- BCE W3MEHEHMsI KOH(UIypalmuu TEXHUYECKMX M MPOTrPaMMHBIX CPEICTB
NUCIIIH mpou3BOAATCS CTPOrO YCTAHOBJIEHHBIM MOPSAKOM (PErHCTPUPYIOTCS H
KOHTPOJIUPYIOTCSI) TOJIbKO HA OCHOBaHUM PacHOPsKEHUN PYKOBOJACTBA MPEATIPUATHS,

- CETeBOE 00OpYyAOBaHHE (KOHLIEHTPATOPbI, KOMMYTATOPBI, MAPLIPYTU3ATOPHI
U T.II.) pacIoyiaraeTcs B MeCTaX, HEJOCTYNMHBIX IJIs1 MOCTOPOHHHX (CIELHUATBHBIX
MoMeIeHusIX, mKkadax, u T.11.).

- CHEUHUAIMNCTAMH NPEANPUATUS OCYLIECTBIIETCSA HENMPEPBIBHOE YIIPABICHUE U

AIMHUHHUCTPATHBHAA IIOAACPIKKA q)YHKHI/IOHI/IpOBaHI/ISI CPCACTB 3alllUTHhI.
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7/ KonTpoasb 3¢ dexktuBHoctu cucremsl 3amutbl UCII/In OO0
«Ceabmann

Koutpons  sddexruHoctn  C3II[IH  gomxkeH  OoCyllecTBIsieTcs  Ha
nepuoanueckoir  ocHoBe.  llempio  koHTponst  dddexTHBHOCTH  SBIAETCA
CBOEBPEMEHHOE BBISIBJIEHUE HEHAIEeKAMX pexxuMoB padotsl C3II/[H (oTKIIIOUEHHE
CPEACTB 3alUThI, HAPYIICHUE PEKUMOB 3aIIUTHI, HECAHKIINIOHUPOBAHHOE M3MEHEHHE
peXrMa 3allMThl U T.1.), a TaK IPOTHO3UPOBAHKUE U NMPEBEHTHUBHOE pearnpoBaHUE Ha
HOBBIE yTrpo3bl Oe3omacHocTH [1/1H.

KoHTposib MOXET NpOBOAUTHCA Kak aJIMHUHUCTpAaTopaMu Oe30MacHOCTH
NCIIH (onepaTUBHBIA KOHTPOJIb B Mpolecce UHPOPMAITMOHHOTO B3aUMO/ICUCTBUS B
NCIIJH), Tak 1 TpUBJIECKAEMbIMH JJI1 3TOW L€ KOMIIETEHTHBIMU OPTraHU3aLUSIMU,
HMEIOIIMMU JIUIICH3UIO Ha ATOT BUJ AeATeabHOCTH, a Takke ®PCTOK Poccun u ©Ch
Poccnn B penenax ux KOMIETEHIUN.

KoHTponb MOXET OCYIIECTBIATHCS aJAMHHHCTPATOPOM OE30MACHOCTH Kak C
IIOMONIBI0 INTATHBIX CPEACTB CcUCTeMbl 3ammThl [[/[H, Tak W ¢ NOMOIIBIO
CHEUHUAIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJISL.

Ouenka >pdexkTuBHOCTH Mep 3auuThl [I/[H MpoBOAUTCSA C HCHOJIB30BAHUEM
TEXHUYECKUX U TMPOrPaMMHBIX CPEACTB KOHTPOJS HAa MPEAMET COOTBETCTBUSA

YCTAaHOBJICHHBIM Tpe60BaHI/I$IM.
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8 Cdepbl oTBeTcTBEeHHOCTH 32 Oe3omacHocTh [1H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb Haa o00ecleueHrueM
0€30MacCHOCTH TMEPCOHANBHBIX JIAHHBIX SBISETCS PYKOBOJUTENb MPEANPUITHS.
PykoBonutenp MOXKET JeJIerupoBaTh 4YacTh IIOJHOMOYHMA 1O 00ECIEYCHUIO
0€30MacCHOCTH MEPCOHATIbHBIX TAaHHBIX.

Hampasnenus o6ecnieuenus 6ezonacaoctu [1J1H:

- [InanupoBanue u peanuzaius Mep 1o odoecnedeHuto 6e3zonacHoctu I1/1H;

- AHanu3 yrpo3 6e3onacuoctu [1]1H;

- Pa3paboTKy, BHEIpEHHE, KOHTPOJIb WCIOJHEHUS W TMOJJEpKaHUE B
aKTyaJIbHOM COCTOSIHUU MOJIMTHK, PYKOBOJCTB, KOHLICTIUMA, MPOLIEAYP, PETJIaMEHTOB,
UHCTPYKIIMM ¥ JIPyrUX OPraHU3alMOHHBIX JIOKYMEHTOB IO OOECIEeUYCHUIO
0€30IacHOCTH;

- Kontpons 3amumenHocty UT uHpacTpyKTypsl OpeanpHUsATHS OT YIrpo3
nyteM Ub;

- O6yuenue u undopmuponanue nosp3oBareneit UCIIJIH, o mopsake paboTh ¢
[1/I1 u cpeacTBaMu 3alUTHI;

- [IpenoTBpaliieHye, BbISIBIICHUE, PEarupoOBaHUE U paccliieIoBaHWE HApYIICHUN
oe3onacuoctu [1J1H.

[Ipn B3aMMOJEWCTBUU CO CTOPOHHHUMM OpraHU3aIUsIMH B CilydasX, Korja
COTPpYJAHHUKAM D3THX OpraHM3alluid MPEAOCTABIAETCS JOCTYN K OOBEKTaM 3alllUThI
(pazgen 3), ¢ PTUMU OpTraHU3ALUSIMU JOJDKHO OBITh 3akitoueHo «CoriamieHue o
KOH(PUIECHIUATBHOCTHY, TU00 «CorjaneHue 0 COOJII0ACHUN pexuMa 0€30MacHOCTH
[11x npu Beimonnennu pad6ot B MCII/Iu». [ToaroroBka THUMOBBIX BapUaHTOB STUX

COTJIAIIEHUM OCYIIECTBIISAECTCS COBMECTHO ¢ KOpuandeckum oTiesnom.
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9 Moaejb HApYIIUTEJIs 0€30MACHOCTH

[Ton HapymHMTENEM Ha MPEANPUATHH TOHUMAETCS JTULO, KOTOPOE B PE3YJIbTATE
YMBINIJICHHBIX WM HEYMBIITUICHHBIX JEUCTBUI MOXKET HAaHECTH ymepOd oO0BeKTam
3amuThl (pasaen 3).

Hapymmrenu noapasaenstorcs no npuszHaky npuHagiesxsocty k UCITIH. Bee
HAPYLIUTEIH AENSATCA Ha ABE TPYNIIHL:

® BHCIIHHUE HApylmHUTeNIu — (U3MYECKUE JIMIa, HE HUMEIoIIHUe IIpaBa

npeObIBaHMsSI HA TEPPUTOPUU KOHTPOJIHUPYEMOM 30HBI, B Mpeaenax
KoTopoit pazmemaercst ooopynosanue UCIIIH;

® BHYTPEHHHE HapylIUTeIn — (U3MYECKUE JIMIla, HUMEIOIIME IPaBo

npeObIBaHUsI Ha TEPPUTOPUU KOHTPOJIHUPYEMOM 30HBI, B Mpejenax
KoTOopoi pazmemaercst ooopyaoanue UCIT/IH.

Knaccudukanusa napymmreneit npejacraBieHa B Mojienu yrpo3 6€30macHOCTH

MEepCOHANBHBIX AaHHbIX Kaxaon MCII/IH.
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10 Moaenanb yrpo3 6e30acHOCTH

Jns UCIIAH npeanpusTus BBIACISIOTCS CIEAYIOIIHME OCHOBHBIE KAaTErOpHH
yrpo3 6€30MaCHOCTH NMEPCOHANBHBIX TAHHBIX:

1) Yrpo3sl OT yTEYKH O TEXHUYECKUM KaHAJIaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYMA K HH()OPMAITHH

- YIpo3bl YHHUUYTOXKEHUA, XullleHus anmapatHeix cpeacts HWCII/Ix
HOCcHTeNeH nHpopmaIuu myteM Guzndeckoro qoctymna k snementam UCITJH.

- Yrpo3bl  XUIIEHUS, HECAHKIMOHUPOBAHHON MoOAU(PUKALUUA WU
OJI0KUpOBaHUsI HHPOPMAIIMK 33 CUET HecaHKIMoHupoBaHHOTO noctymna (HC/I)
C NPUMEHEHHEM MPOrPaMMHO-AIIAPATHBIX U MPOrPAMMHBIX CPEACTB (B TOM
YKCIIE IPOrPaMMHO-MAaTEMATHYECKUX BO3ACHCTBUN).

- YTpO3bl HE IPEAHAMEPEHHBIX JEHCTBHUM TOJIB30BATENIEN U HAPYLICHHAN
oe3onacHoctu ¢ynkuuonupoBanuss MCIIJIx u C3IIJIH B ee cocrtaBe u3-3a
cO0oeB B MPOrpaMMHOM OOECIEYEHUH, a TAKXKE OT YIpOo3 HEAHTPOIIOTE€HHOTO
(cOoeB anmaparypsl U3-3a HEHAJEHKHOCTH AJIEMEHTOB, COOEB AIEKTPOIUTAHHUS)
U CTUXUIHOTO (yIapOB MOJIHUH, IOXKAapOB, HABOJHEHUI U T.I1.) XapaKTepa.

- YTpO3bI IPEeIHAMEPEHHBIX JEHCTBUM BHYTPEHHUX HAPYIIUTEIIEH.

- YTpO3bl HECAHKIIMOHUPOBAHHOT'O JOCTYIIA 110 KaHAJaM CBSI3H.
Onucanue yrpos, BEpOATHOCTh MX pEaju3alllH, ONACHOCTh U aKTyaJIbHOCTH

npeacraBieHbl B Mojenu yrpo3 0e30MacHOCTH TEPCOHAIbHBIX JAHHBIX KaxKIOU

WUCTIIn.
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11 Mexanu3Mm peanu3zanuu Konnenmun

Peanuzanusa Konuenimum goipKHA OCYIIECTBISATHCSA HA OCHOBE MEPCIEKTUBHBIX
MIPOTPaMM H IUIAHOB, KOTOPBIE COCTABIISIFOTCSI HA OCHOBAHUM U BO UCIIOJIHEHUE:

- penepanbHBIX 3aKOHOB B o0jacTh oOecnedeHus HHPOPMAIIMOHHOM
0€30MMacHOCTH 1 3alIUTHl HHPOPMAIUH;

- noctanoBienni [IpaBurenbcTBa Poccuiickont Denepannu;

- PYKOBOJSIIINX, OPraHU3alMOHHO-PACIIOPSAIUTENBHBIX W METOJIWYECKHUX
nokymenToB @®CTOK Poccuu;

- notpedbHocter  WCIIJJH B cpeactBax oOecrieueHuss 0e30MacHOCTU

uH(popMauu.

39



12 Oxunaembliii 3¢ dexT ot peanuzaunu Konnenuuu

Peanuzarusa Konneniuu 6e3omacHoctu [1J1a 8 UCIIIH 1103BOIUT:

- OIICHUTh cocTosiHue Oe3omacHoct  wuHGopmanuu MWCIIH, BBIIBUTH
WCTOYHUKH BHYTPCHHUX ¢ BHEITHUX YIpo3 HHGOPMAIMOHHON OE30MacHOCTH,
ONPEAECIUTh NPUOPUTETHBIC HAINPABJICHUS IMPEIOTBPAIICHUS, OTPAKEHUS U
HEUTpaIu3auu 3TUX yrpo3s;

- pa3paboTaTh pacHoOpPAIUTEIIbHbIE U HOPMATUBHO-METOIMYECKUE JOKYMEHTHI
npuMmenurtenbHo kK UCITH;

- mpoBecTu Kiaccudukanuio u ceprudukamnuo UCI A,

- IPOBECTU OPTaHU3ALMOHHO-PEKUMHBIE M TEXHUYECKHE MEPOIPHUITUS 10
obecneuenuto 6e3onacHoctu I1/1n B UCII/IH;

- o0ecneunTh HEOOXOUMBIN YPOBEHBb O€30MTACHOCTH OOBEKTOB 3aIUTHI.

Ocy1iecTBICHHUE 3TUX MEPONPUITHI 00€CTICUNT CO3/IaHUe €AMHOM, IETOCTHOU
U CKOOPAMHHUPOBAHHOW cucTeMbl HHpopMmanmonHol Oe3onacHoctn MCII[H u

CO3/IaCT YCJIOBUS JUIsl €€ JaJbHEHIIIEr0 COBEPILIEHCTBOBAHUSI.
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13 CnucoK MCI0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTHUBHO-TIPABOBBIMM M METOAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpbIX Oazupyetcst HacTosiee [lonoxkeHue saBiIstOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbIx» (nanee — @3 «O nepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIONIUN OCHOBHBIC
OPUHIMIBL U ycnoBus oOpabotku IIJIH, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTH
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

2 «[lonoxxenue 06 oOecrieyeHUU OE30MACHOCTH TEPCOHATBHBIX JAHHBIX MPU
ux o0paboTke B UWH(MOPMAIMOHHBIX CHUCTEMAaxX IMEPCOHAIBHBIX  JaHHBIX»,
yrBepxaeHHoe [locranoBnennem IIpasurenscta PO ot 17.11.2007 r. Ne 781.

3 «Ilopsimok  mpoBeneHust  kinaccuukanuu  MHPOPMALMOHHBIX  CHCTEM
IIEPCOHAIBHBIX JaHHBIX», YTBEPKICHHbIM cOBMeCTHBIM [Ipukazom @CTOK Poccun
Ne 55, ®CB Poccun Ne 86 1 Munundopmcssazu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxxenne 00 OCOOCHHOCTSX OOpPaOOTKM TEPCOHANBHBIX JIaHHBIX,
OCYULIECTBJISIEMOl 0€3 HCIOJIb30BaHUSI CPEJICTB ABTOMATU3ALMMY», YTBEPKIACHHOE
[Toctanosnennem [IpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanMs K MaTepuaIbHbIM HOCUTEISIM OMOMETPUYECKUX NEPCOHATIBHBIX
JAHHBIX M TEXHOJOTMSIM XPaHEHWs TaKMX JIaHHBIX BHE HMH()OPMALMOHHBIX CHUCTEM
IIEPCOHANBHBIX JaHHBIX», yTBepkAcHHbIE [locTaHoBeHUMeM [IpaBurenscrBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOAMUYECKHE  TOKyMeHThl  DenepanbHON  CIy>)kObl  TIO
TEXHUYECKOMY U IKCIIEpTHOMY KOHTpoJito Poccuiickoit @enepanuu (nanee - ®CTOK
Poccun) o odecrieuenuro 6e3onacHoctu [1/1H nmpu ux oopadotke B UCIIH:

7 PexomeHanuu 1o obecrneyeHuto 0e30nacHOCTH MEePCOHANBHBIX TaHHBIX MPU
ux 00paboTke B MH(DPOPMAIMOHHBIX CUCTEMAX IMEPCOHANbHBIX JAHHBIX, YTB. 3aM.
nupektopa @CTIK Poccun 15.02.08 r. (JCII)

8 OCHOBHBIE MEPOTPHUATHS MO OpraHU3alUMM U TEXHUUYECKOMY OOECTeueHUIO
0€30MacHOCTH TEPCOHAIBHBIX JIaHHBIX, 00padaTbiBaeMbIX B HH(GOPMAIIMOHHBIX

CUCTE€MaX MEPCOHAIBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTIK Poccum 15.02.08 r.

(ACII)
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9 bazoBass Mojenb yrpo3 O€30MacHOCTH TEPCOHANBHBIX JaHHBIX TPU HX
o0paboTke B HWH(POPMAIMOHHBIX CHUCTEMaX TNEPCOHATBHBIX [AaHHBIX, YTB. 3aM.
nupekrtopa @CTIK Poccun 15.02.08 r. (ICII)

10 Metoauka onpeaeneHusl akTyallbHbIX yIpo3 0€30MacHOCTH MEePCOHATBHBIX
JAHHBIX TIPU UX 00paboTke B MHGOPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX JTaHHBIX,

yTB. 3am. qupekropa DCTIK Poccun 15.02.08 r. (JICII)
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