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OIIPEJEJIEHUSA

B HacTosmeM qOKyMEHTE UCTIOJIb3YIOTCS CIEAYIOIINE TEPMUHBI U UX OIPEACIICHUS.

ABTOMATH3MPOBAHHAS CHCTEMA — CHCTEMa, COCTOfAIAs W3 IEepCcoHala |
KOMIUIEKCA CPEJICTB aBTOMATHU3AIlMU €r0 JIEATEIbHOCTH, peaau3yomas nHHOPMAIMOHHYIO
TEXHOJIOTHIO BBITIOJTHEHHUS YCTAHOBIICHHBIX (DYHKITUH.

AyTeHTH(UKAIMA OTHPABUTEIs1 [JaAHHBIX — TOATBEPKACHUE TOrO, YTO
OTIPABUTEIb ITOIYYECHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onmacHOCTh  NMEPCOHAJBHBIX  JaHHBIX —  COCTOSIHUE  3alllUIIEHHOCTH
NEPCOHAIBHBIX JIaHHBIX, XapaKTEpU3yeMOe CIOCOOHOCTBIO MOJIb30BaTENIeH, TEXHUYECKUX
cpeAcTB ¥ MH(MOPMAIMOHHBIX  TEXHOJOTMH  00ecnedYuTh  KOH(UICHIIMATBHOCTD,
[EJOCTHOCT U JIOCTYITHOCTh IEPCOHANBHBIX JaHHBIX TpU HUX 00paboTkKe B
MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

biokupoBanue mnepcoHANBHBIX JAHHBIX — BPEMEHHOE IMpeKpalieHue coopa,
CUCTEMAaTHU3allMH, HAKOTUICHHUS], HCTIOJIb30BAHUS, PACTIPOCTPAHEHHS, IEPCOHAIBHBIX JAHHBIX,
B TOM YHCJIE UX NIEPENAYUH.

Bupyc (kKoMnbHOTEepHBIl, MPOrPpaMMHBbIH) — HCIOJIHAEMbIM MPOrPAMMHBINA KOJI
158051 UHTEPIPETUPYEMBII Ha0op WHCTPYKIHUH, o0J1a1aroniA CBOWMCTBAMHU
HECAaHKIMOHUPOBAHHOTO  PACIpOCTpaHEHHs MW  caMmoBocrpousBencHus. Co3naHHbIe
TyOJIMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCET/la COBMAAAIOT C OPUTHMHAJIOM, HO COXPAHSIIOT
CHOCOOHOCTD K JalbHEHIIEMY paclipOCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnas mporpamma — nporpaMma, NpeIHa3HAuYeHHasl JJIs OCYIECTBICHUS
HECAHKIIMOHUPOBAHHOTO JIOCTyNMa W (WMJIM) BO3JEHUCTBUS HA TMEPCOHAIIBHBIC JTAHHBIC WM
pecypchbl HHPOPMAITMOHHON CUCTEMbI TEPCOHATBHBIX JAHHBIX.

BenomoraresibHbIe TEXHUYECKHE CPEICTBA U CUCTEMbI — TEXHUYECKHUE CPEACTBA U
CUCTEMbI, HE MpeAHAa3HAuYEHHbIC Ui Mepeiayd, oOpadOTKM M XpaHEHUs MEepCOHAIbHbBIX
JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKHUMH CpPEICTBAMU M CHUCTEMaMH,
MpeaHa3HAaYeHHBIMU 11 00pabOTKU TMEPCOHAJbHBIX JAaHHBIX WJIM B MOMEIICHUAX, B
KOTOPBIX YCTaHOBJICHBI HH(POPMAITMOHHBIE CUCTEMBI TICPCOHANBHBIX JTAHHBIX.

JlocTyn B OnepanoHHYI0 cpexy KOMIbIOTepa (MH(POPMAIMOHHOU CUCTEMbI

MEPCOHAJIBHBIX IIaHHI)IX) — HOJYYCHHC BO3MOXHOCTH 3allyCKa Ha BbIIIOJIHCHUC
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IITaTHBIX KOMaHJ, (YHKIMI, TMpOUEAyp OINEPAMOHHOM CUCTEMBI (YHUUYTOXECHHUS,
KOIMUPOBAHUSI, IEPEMEIICHUS U T.I1.), UCTIOIHIEMBIX (PaiiIOB MPUKIAIHBIX TIPOTPAMM.

Hoctyn k wuH$opMamuu — BO3MOXKHOCTh TMOJNyYeHUS HHPOpMAIMM H  €e
WCMOJIb30BAHMUSI.

3axu1alouHOe YCTPOMCTBO — BJIEMEHT CpPEJCTBA CheMa WHGOpPMAIMK, CKPHITHO
BHE/IPSIEMbI (3aKJ1aIbIBACMBbIi I BHOCUMBII) B MECTa BOBMOXKHOTO CheéMa MH(popMaiu
(B TOM umcie B OrpaxacHHe, KOHCTPYKIMIO, OOOpYIOBaHWE, MPEIMEThl WHTEphEpa,
TPaHCIIOPTHBIE CPENICTBA, a TAKKe B TEXHUYECKUE CPEACTBA U CHUCTEMbI 00PabOTKH
uH(popManun).

Jammimaemass  uHdopmanus —  UHpOpPMALUS,  SBJSIIOIIASCS  MPEIMETOM
COOCTBEHHOCTH W TOJJIeKalasi 3allldTe B COOTBETCTBUU C TPEOOBAHUSIMHU IMPABOBBIX
JOKYMEHTOB WJIH TPEOOBAaHUSAMH, YCTaHABIIMBAEMbIMUA COOCTBEHHUKOM MH(OPMAIIUH.

Nnentuduxanus — npucBoeHne CyObeKTaM U 00BeKTaM JOCTyTa HICHTU(HKATOpa
U (WIM) CpaBHEHHE TNPEABSIBISIEMOro WACHTH(UKATOpa € MEPEeUYHEM MPUCBOCHHBIX
UJEHTU(DUKATOPOB.

NudopMaTUBHBIA  CHIHAJX —  DJIEKTPUYECKHE  CUTHAIBI,  AKyCTUYECKHE,
AIIEKTPOMArHUTHBIE U APYrue (H3UYECKUE IS, MO MapaMeTpamM KOTOPHIX MOXKET ObITh
pacKpbITa KOHpHICHIIMATbHAs HHpOPMAaIHs (TIEpCOHATIPHBIC TaHHbIe) 0OpabaThiBacMasi B
UH(POPMAITMOHHON CUCTEME MEPCOHATBHBIX TAHHBIX.

NudopmanuonHas cucremMa MEePCOHATBbHBIX JAHHBIX (MCIldn) —
uH(GOpMAIIMOHHAS CHCTEMa, MPEACTABIAONIas CO00H COBOKYITHOCTh IMEPCOHATBHBIX
JaHHBIX, COACPIKAIIUXCA B Oase JaHHBIX, a4 TaK¥XC I/IH(i)OpMaI_[I/IOHHBIX TEXHOJIOTHUH U
TEXHUYECKUX CPEJICTB, MO3BOJSIONIMX OCYIIECTBIISITH O00OpabOTKY TaKMX IMEPCOHATbHBIX
JaHHBIX C HMCIIOJB30BAHUCM CpPEACTB ABTOMATHU3allMU HJIN 0€e3 HCHOJIb30BaHUSA TaKUX
CPEICTB.

NudopMannoHHbIe TEXHOJIOTHM — TIPOLIECCHI, METO/IBI MIOMCKA, COOpa, XpaHEHUs,
00pabOTKM,  TPEIOCTABICHHS,  PACIPOCTPaHEHWS  WH(POPMAIMM W CIIOCOOBI

OCYHICCTBIICHHA TaKUX IIPOLOCCCOB U MCTOAOB.



Hcnosib30BaHMe  MEPCOHAJNBHBIX  JIaHHBIX —  JeiictBus  (omepauum) ¢
NMEPCOHAJIIBHBIMU JJAHHBIMH, COBCPIIACMBIC OIICPATOPOM B LCIIAX IMPHUHATHUA peH_IeHI/Iﬁ 01051
COBEPILICHUS] UHBIX JCHCTBUIA, TIOPOKAAIOIINX IOPUANICCKUE MOCICACTBHS B OTHONICHUH
CyOBEKTa MEePCOHAIBHBIX JTaHHBIX WM JPYTUX JUL JUOO0 MHBIM 00pa30oM 3aTparvBarOIINX
1paBa U CBOOO/bI CyObEKTa NEPCOHAIBHBIX JAHHBIX WU APYTUX JIMII.

HUcrounuk yrpo3sl 0Oe3omacHoctM  uHGpopMamuum — CyOBEKT  JIOCTYIIA,
MaTepuaIbHbINA 00BEKT WIH (PU3MUECKOE SIBJICHUE, SIBIISTFOIIMECS TPUIMHON BOSHUKHOBEHUS
yIpo3bl 0€301aCHOCTH UH(POPMAIIUH.

KoHTposmpyemasi 30Ha — TPOCTPAHCTBO (TEPPUTOPHUSL, 3MIAHWE, YaCTh 3JIaHWS,
MIOMEILIEHHE), B KOTOPOM HCKITFOUEHO HEKOHTPOJIHMPYEMOE MPEObIBAHNE MOCTOPOHHHUX JIMII,
a TaKKe TPAHCIIOPTHBIX, TEXHUYECKUX Y MHBIX MATEPUATBHBIX CPEJICTB.

KonuaeHmMaabHOCTh  MEPCOHAJIBHBIX  JAHHBIX —  O0s3aTENbHOE IS
COOMIO/IEHHST OTIEPATOPOM WJIM WHBIM TIOJYYHUBIIMM JIOCTYI K MEPCOHAIBHBIM JTAHHBIM
JuioM TpeOoBaHME HE JOMyCKaTh MX pachpocTpaHeHue Oe3 coryacusi cyObekTa
MEPCOHAIBHBIX JAHHBIX WA HATWYKS MHOT'O 3aKOHHOT'O OCHOBAHUSL.

MesxceTeBoil 3KpaH — JIOKAIbHOE (OJHOKOMIIOHEHTHOE) WM (DyHKUIMOHAIBLHO-
pacrpesesieHHOE MPOorpaMMHOE  (IIPOrpaMMHO-aNMapaTHOE) CPENCTBO  (KOMILIEKC),
pean3yrollee KOHTPOJIb 32 UH(pOpMalMe, oCcTynaouel B MTHQOPMAIIMOHHYIO CUCTEMY
MIEPCOHANTLHBIX JAHHBIX U (WJTH) BBIXOAAIICH 13 HH(GOPMAITMOHHON CHCTEMBI.

Hapymmresns 06e301aCHOCTH TNEPCOHAIBHBIX JAHHBIX — (DU3MUYECKOE JIMLIO,
CIIy4allHO WJIM MPEIHAMEPEHHO COBEPILIAIOIIECE JICHCTBUS, CIEICTBUEM KOTOPBIX SIBJISETCA
HapylIieHre O€30MaCHOCTA TEPCOHATBHBIX JAHHBIX MPU HUX O0OpPabOTKEe TEXHHUYECKUMU
CpencTBaMu B MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX.

HeaBTromMaTH3MpOBaHHAsi 00padoTKa TEPCOHAIBHBIX JaHHBIX — 00paboTKa
MEPCOHANIBHBIX JaHHBIX, COJEPXKAIIUXCS B HMH(POPMAIMOHHON CHCTEME MEPCOHATBHBIX
JAHHBIX JIMOO W3BJICUCHHBIX W3 TAKOW CHUCTEMbI, CUHMTAETCS OCYIIECTBICHHON 0€3
HCIIOJB30BaHUs CPEACTB aBTOMATU3ALMKU (HEABTOMATU3UPOBAHHOM), €CIIM TaKUE JIEUCTBUS

C TICpCOHAIbHBIMU JAHHBIMH, KaK MCIIOJb30BAHUC, YTOYHCHHUC, PACIIPOCTPAHCHUC,



YHHUUYTO)KEHHE TEPCOHAIBHBIX JAHHBIX B OTHOLICHUH KAXIOr0 U3 CYOBEKTOB
NMEPCOHAJIBHBIX NAHHBIX, OCYIICCTBIIAIOTCA IIPU HECITOCPCIACTBCHHOM YUAaCTHHU YCJIOBCKA.

HenexsiapupoBanHbie BO3MOKHOCTH — (DYHKITMOHAIbHBIE BOBMOKHOCTH CPEJICTB
BBIUMCIIUTEIILHON TEXHWKHM, HE OMHUCAHHBIC WIM HE COOTBETCTBYIOIIME OIMCAaHHBIM B
JOKYMEHTAllM¥,  TPU  UCIOJIb30BAHUM  KOTOPBIX  BO3MOXHO  HapyIlIeHHUE
KOH(HUISHITMATILHOCTH, JIOCTYITHOCTH WM IIEJIOCTHOCTH 0OpadaThiBaeMoi HH(pOpMaITUH.

HecaHknmoHNPOBaHHBIN J0CTYN (HECAHKIIMOHNPOBAHHbIE IEHCTBHUA) — JTOCTYII
K MHGOpPMALMK WM JIEMCTBUS ¢ MH(pOpPMALMEN, HapyIIaloUe MpaBuiia pa3rpaHUyeHUs
JIOCTYTIA C UCTIOJIb30BAHUEM IIITATHBIX CPEJICTB, MPEAOCTABIISIEMbIX HH(GOPMAIIMOHHBIMU
CUCTEMaMU MEPCOHAIbHBIX JAHHBIX.

Hocurenbs nadopmanuu — Gu3ndeckoe JIMI0 WM MaTepUaTbHBIN OOBEKT, B TOM
yucrie (Qu3ndeckoe mojie, B KOTOpoM HH(OpMalUs HAXOJUT CBOE OTPKEHHE B BHJIC
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHWH U MPOLIECCOB, KOJIMYECTBEHHBIX
XapaKTePUCTUK (PU3HMUECKUX BEIIMUUH.

O0e3IMYNBaHNEe TEPCOHAJIBHBIX JAHHBIX — JICHCTBUS, B pE3yJbTaTe KOTOPHIX
HCBO3MOJXHO OIPCACIUTb MNPUHAJIC)KHOCTh IICPCOHAJIBHBIX AAaHHBIX KOHKPCTHOMY
CyOBEKTY IIEPCOHANBHBIX JAHHBIX.

O0paboTKa MePCOHAIBHBIX JAHHBIX — JICHCTBHS (OMEpali) ¢ IEPCOHATBHBIMU
JTaHHBIMH, BKIIOYass cOOp, CHCTEMAaTH3allii0, HAKOIUICHWE, XpaHEHWEe, YTOYHEHHE
(0OHOBJIEHUE, U3MEHEHHE), UCTIONB30BAHKE, PACTIPOCTpaHEeHHE (B TOM YHMCIIE Mepenady),
00e3TMYMBaHue, OJIOKMPOBAHKUE, YHUUTOKEHUE IEPCOHATBHBIX TaHHbBIX.

OO0wmexocTynHpie NEPCOHAJbHBICE JAaHHbIC — TEPCOHANBHBIE JAHHBIE, JIOCTYI
HCOTPAHUYCHHOTO Kpyra JIMIl K KOTOPBIM TMPEIOCTaBIEH C COIJIacusi CyOBbeKTa
IICPCOHAJIBHBIX JAHHBIX HWJIM Ha KOTOPBIC B COOTBCTCTBHUHU C (I)eﬂepaHLHBIMI/I 3aKOHaMHt HC
pacrpocTpaHsieTcs TpeOoBaHe COOJI0ICHUS KOHPUACHIIUATBHOCTH .

Omneparop (mepcoHaJbHBIX JAHHBIX) — roCyJIapCTBEHHBIN opra,
MYHUIIMTIATBHBIN OpraH, IpUIUYecKoe Wik (PU3UYECKOe JIUI0, OpraHu3ylolee U (W)
OCYILECTBIISIIONIEe 00pabOTKY MEPCOHATBHBIX JIAHHBIX, a TAKKE OMPEEIISIONIMe e U

coJiep’kaHre 00pabOTKU MePCOHANTBHBIX JaHHBIX.



TexHuyeckue cpeacrsa HMH(OPMAIMOHHON CHCTEMbl IMEPCOHAIbHBIX
JAHHBIX — CpPEACTBA BBIYUCIMTEIHLHON TEXHUKH, HH()OPMAIMOHHO-BHIYHCIUTEIbHBIC
KOMITJICKCHI U CETH, CPEJICTBA M CHCTEMBI Tiepeiadu, rpuema u oopadotku /11 (cpencrpa u
CUCTEMBI 3BYKO3AIIMCH, 3BYKOYCWICHHs], 3BYKOBOCIIPOU3BEICHUS, IIEPETOBOPHBIE U
TEJIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA W3TOTOBJICHUS, TUPAKUPOBAHUSA JTOKYMEHTOB U
JpyTHe TEXHUYECKUE CPE/ICTBa 00pabOTKU pedeBoM, rpaduieckoid, BUCO- U OyKBEHHO-
dpoBoit uH(pOpMaIUK), MPOrpaMMHBIE CPEICTBa (ONMEPALMOHHBIE CUCTEMbI, CHCTEMBI
yrpaBiieHus 0a3amMH JaHHBIX M T.I1.), CPEICTBA 3alIUThl MH(OpPMAIUHY, TTPUMEHSIEMbIC B
MH(POPMAIIMOHHBIX CUCTEMAX.

IlepexBat (unHdopmanuu) — HENPaBOMEPHOE TMONydYeHHE UHGPOpMAIMH C
MCIOJIb30BaHNEM TEXHHUYECKOTO CPEICTBA, OCYIIECTBISIONIEIO OOHApY)KCHHE, TPUEM U
00pabOTKy MH()POPMATUBHBIX CUTHAJIOB.

IlepconajbHble JaHHBbIE — JIt00ast UH(OpPMAIHA, OTHOCAIIAACA K ONPEICICHHOMY
WIK OIpPEAENIEMOMY HAa OCHOBAaHUM Takoil uH(poOpMauuu (QU3NYecKoMy JHIY (CYOBEKTY
NEPCOHATBHBIX JJAHHBIX), B TOM YHUCIIE €ro (paMHiIus, UMs, OTYECTBO, I'OJ], MECSAI, JlaTa U
MECTO PpOXKIEHHUsS, aJpec, CeMeWHOoe, COLMaIbHOe, WMYIIECTBEHHOE TOJIOKEHHE,
oOpazoBaHnue, npodeccus, 10X0bl, Apyras nHPopMaIiusi.

[MoGouHbIe 3JIEKTPOMATHUTHbIE H3JYYeHUS] W HABOJAKH — DJICKTPOMArHUTHBIC
M3IIy4E€HUS TEXHUUYECKHX CPEICTB 0OpaOOTKM 3amuiiaeMord MHGOpMAalUK, BO3HUKAIOUIUE
KaK M0OOYHOE SIBJICHUE W BBI3BAHHBIC DIIEKTPUUYECKUMH CHUTHAIAMU, NEHCTBYIOUIMMH B HX
AIIEKTPUUYECKUX U MAarHUTHBIX LEMSX, @ TAKKE DIIEKTPOMArHUTHBIE HABOAKH STUX CHUTHAJIOB
Ha TOKOITPOBOISINE JINHUH, KOHCTPYKITUH U IICTIN TTHTAHUSI.

I[MoauTHKA «YHCTOTO CTOJIA» — KOMIUIEKC OpPraHU3allMOHHBIX MEPOIPHSTUH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3alMCHIBAHMS Ha OyMa)KHbIE HOCHUTEIM KIIIOYCH WU
aTpuOyTOB JocTyna (TapoJiei) u xpaHeHus ux BOJIM3U 00BEKTOB JOCTYTIA.

[Hoab30Baressb HHPOPMALMOHHOM CHCTEMbI IMEPCOHAJIBHBIX JAAHHBIX — JIMIO,
y4YacTBYIOIICe B (YHKIIMOHUPOBAHUU WH(POPMAITMOHHONW CHCTEMBI MEPCOHABHBIX JTaHHBIX
WM UCTIONB3YIONIEe Pe3yIbTaThl €€ (YHKIIMOHUPOBAHUSI.

IIpaBuiia pa3rpaHuyYeHus A0CTYNA — COBOKYITHOCTh MPaBUJI, PETJIaMEHTUPYIOIIHX

npasa JA0cTyna CyObeKTOB JOCTyIa K 00beKTaM JOCTyIa.



IporpamMuasi 3akjagka — KOJ MpOrpaMMbl, MPEAHAMEPEHHO BHECEHHBIH B
MporpaMMy C TMEJbI0 OCYIIECTBUTh YTEUKYy, W3MEHHUTh, OJOKHUPOBATH, YHUYTOXHTH
UHGOPMAIIMIO WIM YHUYTOXKUTH U MOAUPHUIMPOBATH MPOrpaMMHOE OOecredeHue

WH()OPMAITMOHHOW CHCTEMBI MEPCOHANBHBIX JaHHBIX W (WiIH) OJOKHPOBAThH ammapaTHBIC

CpeJlCTBA.
IIporpammHoe (mporpaMMHoO-MaTeMaTH4YECKOE) BO3JelicTBHE —
HECAHKIIMOHUPOBAHHOE BO3/ICIICTBUE Ha pecypchl aBTOMATU3UPOBAHHOU

UH(OPMAIITMOHHONW  CHCTEMbI, OCYILECTBISIEMOE C HCIOJIb30BAHUEM BpPEIOHOCHBIX
MIPOrPAMM.

PackpbiTHe MEePCOHANBHBIX JAHHBIX — YMBIILJIEHHOE WIH CIIy4ailHOE HapyIlICHHE
KOH()HICHIIMAIbHOCTH TIEPCOHATBHBIX JaHHBIX.

PacnpocTpaHenne mNepCOHAJBHBIX [JAHHBIX — JCHCTBUSA, HaIpaBJICHHbIE Ha
nepenayy NepcoHAIbHBIX JAHHBIX OMPEACICHHOMY Kpyry JHI (Mepeaadya NepcoOHaIbHBIX
JAHHBIX) WM HA O3HAKOMJICHHWE C TMEPCOHAIBHBIMU JIaHHBIMH HEOTPAHWYEHHOTO Kpyra
JUL, B TOM 4YHCIE OOHApOJOBAaHUE IEPCOHAIBHBIX JAHHBIX B CpPEICTBAX MacCOBOM
uHdopMaIuu, pa3MmelieHne B HUHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETIX WIH
MPEeI0CTaBIEHUE AOCTYNA K IEPCOHAIBHBIM JaHHBIM KaKUM-JIMOO UHBIM CIIOCOOOM.

Pecypc uHpOpMAUMOHHOM CHCTEMbI — WMEHOBAaHHBIA 3JIEMEHT CHUCTEMHOTO,
NPUKJIATHOTO WM allapaTHOro obecredeHusl (yHKIIMOHUPOBAHUS HHQPOPMAIOHHOU
CHUCTEMBI.

CnenuajbHble KAaTerOpMU MEPCOHAJBbHBIX JAHHBIX — NEPCOHAJbHBIE JIAHHBIE,
Kacarollliecsi pPacoBOM, HAUMOHAJIBHOW TPUHAMICKHOCTH, TMOJUTUYECKUX B3IJISIOB,
pPEIUTrHo3HbIX WIn QUI0CODCKUX YOEKIEHUM, COCTOSTHUS 3J0POBbSI U MHTUMHOM >KU3HU
CcyObeKTa MepCOHATbHBIX TAHHBIX.

CpencrBa BbIMMCIUTEIBHON TEXHMKH — COBOKYITHOCTH MPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM OOpaOOTKU JaHHBIX, CIOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOATEIBHO UM B COCTABE APYTUX CUCTEM.

Cy0bekT pgocrynma (Cy0ObeKT)— JMIIO WIA TPOLECC, ACUCTBUS KOTOPOIO

PCINIAMCHTHPYIOTCS IIPpABUJIAMHA PASIrPAHUYCHUA OOCTYIIA.



Texunyeckuid KaHajJ yTedykd HUHGOPMAIMU — COBOKYITHOCTb HOCHTEIIS
uHbopmaiu  (cpeicTtBa 00paOOTKH),  (pu3MUYECKOM  Cpelbl  pachpOCTpaHEHUS
MH(QOPMATUBHOTO CHTHAJla W  CPEICTB, KOTOPHIMH JOOBIBACTCS  3alllUIlacMast
UH(pOpMAaLIHSL.

TpancrpaHW4YHasi epegaya MEePCOHAJbHBIX JaHHBIX — Mepeaadya MepCoOHaTbHBIX
JaHHBIX orepatopoM vepe3 ['ocynapctBennyto rpanuny Poccuiickon denepannu oprany
BJIACTH MHOCTPAHHOTO TOCYIapcTBa, (U3MYCCKOMY WM  FOPHIUYECKOMY  JIHILY
HHOCTPAHHOTO TOCYIapCTBA.

¥Yrpo3bl 0e30MacHOCTH TMEPCOHAIBHBIX JAHHBIX — COBOKYMHOCTH YCIIOBUM U
(hakTOpPOB, CO3MAIOUIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIIy4alHOTO,
JIOCTyTIa K TIEPCOHATBHBIM JaHHBIM, PE3yJIbTaTOM KOTOPOT'O MOKET CTaTh YHHUTO)KCHHE,
W3MEHEHHe, OJIOKMPOBaHKE, KOMMMPOBAHUE, PacIIPOCTPAHEHNE MEPCOHATBHBIX JTAaHHBIX, a
TaKKe MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM NpU UX 00pabOTKe B MH(POPMAITMOHHON
CHCTEME MEePCOHATLHBIX TaHHBIX.

YHMUYTOKeHHE TEePCOHAJIbHBIX JAHHBIX — JCUCTBHS, B pPE3yJbTaTe€ KOTOPHIX
HEBO3MOXKHO BOCCTAaHOBHTH COJIEpKaHUE IEPCOHATBHBIX JAaHHBIX B WH(POpMAIMOHHON
CHCTEME TICPCOHATBHBIX JIAHHBIX WM B PE3yJbTaTeé KOTOPBIX YHHUUYTOXKAIOTCS
MaTepuaabHbIE HOCUTEIN MEPCOHABHBIX JAHHBIX.

Yr1euka (Gamuumaemou) uHGOpPMAIMM 10 TEXHHYECKHUM  KaHAJIAM —
HEKOHTPOJIMPYEMOE  PaclpocTpaHeHne MH(OpMAMK OT HOCUTENIS — 3alldIaeMOi
uHbopMalu yepe3 (PU3NIECKyro cpedy J0 TEXHHUUYECKOTO CPEICTBA, OCYIIIECTBIISIONIETO
nepexsaT HHGOpMaIUK.

IIpeanpusiTHe — MPOMBILIEHHOE NPEANIPUATHE.

YS3BUMOCTb — CITa00OCTh B CPEACTBAX 3aIUTHI, KOTOPYI0 MOKHO HCIIOJIB30BATh
JUTSL HAPYIIICHUS] CUCTEMBI MJIH COJIEpYKAIICHCs B Held HH(OPMAITHHL.

HesocTHoCcTh MHGPOPMALIHM — CITOCOOHOCTH CPEACTBA BBIYHCIIUTEIIBHON TEXHUKH
WIM aBTOMAaTU3MPOBAHHOMW CHUCTEMBI OOECHeUMBaTh HEM3MEHHOCTh HWH(OpMamyi B

YCIIOBUSIX CITyYaHOTO W/WJIH TIPETHAMEPEHHOTO UCKAKEHNS (pa3pyIIeHus ).
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Anvunauctparop HUCIIIn - HavansHuk OACVYII, uHXeHep-TporpaMMHUCT
OACYII

AamMuHHucTpaTop 0e3omacHocTH - HadanbHUK OACYII

AAMUHHCTPATOP ceTH - HadyanbHUK OACVYII

Omneparopst UCII/IH — cOTpyAHUKH NPEANPUSNTHS, YYaCTBYIOLIME B 00pabOTKe
NEPCOHAIBHBIX TAHHBIX.

IIporpammuct-paszpadorunk UCIIAn - unxenep-nporpammuct OACVYII

TexHn4yeckuii CNeUAINCT MO 00CTYKUBAHNIO NeprepUitHOro 000pPy10BAHMS -

HayanbHUK OACYVYII, nnxkenep-nporpammuct OACVYII

11



OBO3HAYEHUSA N COKPALLIEHUSA

ABC — anTHBUpYCHBIE CpEICTBA

APM - aBTOMaTtu3MpoBaHHOE pabouee MECTO

BTCC — BcriomoraresipHble TEXHIYECKUE CPENCTBA U CUCTEMBI
NCII 1 — nuadopMaiiioHHas: CucTeMa IepCoOHaTbHBIX JAHHBIX
K3 — xoHTponmmpyemas 30Ha

JIBC — nokanbHast BBIMUCIUTEIbHAS CETh

MD — mMexCceTeBOM 3KpaH

HC/I — HeCaHKIMOHMPOBAaHHBIN JTOCTYTI

OC — oniepaliioHHas1 CUCTEMa

I1/I1 — mepcoHanbHbBIE TaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBUE

[1O — nporpamMHOe obecrieueHue

[IOMUH — nobouHbIe 3JIEKTPOMArHUTHBIC U3Ty4YEHHUS U HABOJIKU
CA3 — cucrema aHaam3a 3alIUIICHHOCTH

C3U — cpenctna 3amuThl HHGOPMAIUH

C3I1In — cucrema (mojcucTema) 3aiuThl IEPCOHATBHBIX JAHHBIX
COB — cucrema oOHapyXeHUs1 BTOPKEHUIA

TKY U — Texanueckuie KaHalbl yTeUKH MHOOpMALIUH

VYBI1/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX TAHHBIX
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BBEJAEHUE

Hacrosimas [lonutrka nndopmanuonnoit 6ezomacnocta OO0 «Cenpmarnny (nanee
— Ilonutuka) npennpusarus, (Janee - mpennpustusi), pazpadborana OOO «Cenbpmainy,
ABIISIETCS OPUIIMATIEHBIM JOKYMEHTOM.

[lonutuka paszpaboTaHa B COOTBETCTBHHM C ILENSMH, 3aJa4aMd W TMPUHIMIIAMH
o0OecnieueHrss O€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX M3J0XKEHHBIX B KoHuenuuun
uHpopmanmonHoi 6e3omnacuoctu UCTLJ] npennpustus.

[TonuTuka paspaboTaHa B COOTBETCTBUM ¢ TpeOoBaHUAMU DenepaabHOro 3aKOHa OT
27 wrons 2006 1. No152-®3 «O mepcoHaldbHBIX JAaHHBIX» UM IOCTAHOBJICHUS
[IpaBurensctBa Poccuiickoit @enepannu ot 11 Hos10ps 2007 r. Ne 781 «OO0 yTBepx’ACHUH
[Tonoxxenus o0 obecrieueHnn 0€30MaCHOCTU NEPCOHANIBHBIX JAAHHBIX IpU UX 00paboTKe B
MH()OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX», HA OCHOBAHUHU:

- «PexoMenpanmii mo oOecneyeHuIo O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX IPU UX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMAX NEPCOHAJIBHBIX JAHHBIX», YTBEP)KIEHHBIX
3amecturenem nupekropa PCTIOK Pocenn ot 15.02.2008 1.,

«TunoBeIx TpeOOBaHMI IO OpraHuW3alMu U O0ECHEUYEHHIO (PYHKIIMOHUPOBAHMS
MUQPPOBAIBHBIX  (KpUOTOrpadMyecKux) CpeaAcTB, NpPEIHAa3HAYCHHBIX JUISI  3allUThI
uHpopMalu, HE COJAEpXKallel CBEACHUM, COCTABISIONIMX TOCYJAapCTBEHHYIO TalHy B
cllydae M3 MCIOJIb30BaHUs JUisl o0ecreueHns: 6e30MacHOCTH NePCOHANIbHBIX TaHHbBIX IPU UX
00paboTke B WH(OPMAIIMOHHBIX CHCTEMaxX IMEPCOHAIBHBIX JaHHBIX», YTBEPKIECHHBIX
pykoBojactBoM § [lenTpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B Tlomutuke omnpenenensl TtpeboBanuss k mepconany MCII[IH, creneHb
OTBETCTBEHHOCTH TNIE€pCOHAja, CTPYKTypa M HEOOXOIHWMBIH YPOBEHb 3aIUIIEHHOCTH,
CTaTyC MU JOJDKHOCTHBIE OOS3aHHOCTH COTPYJIHUKOB, OTBETCTBEHHBIX 3a OOecreyeHHe

6e3onacHocTH nepcoHalbHbIX HaHHbIX B ICII/H npennpusitus.
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1 O01ue moJ1oKeHUA

Lenpro macrosmeir Ilonmutuku sBisgeTcs oOecnedeHHe O0€30IaCHOCTH OOBEKTOB
3aIIUTHI NPEANPUATHS OT BCEX BUIOB YIrpo3, BHEIIHUX U BHYTPEHHUX, YMBIIUJICHHBIX U
HEMIPETHAMEPCHHBIX, MHUHUMHU3AIMSA ymepda OT BO3MOXHOW pealu3amudl  yrpo3s
6e3onacHoctu [1/{x (YBII/IH).

be3zonacHOCTh  MEpPCOHANBHBIX  JAHHBIX  JOCTUTAETCA MYTEM  HCKIIOUYCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIy4alHOIo, JOCTyNa K MEPCOHAIbHBIM JIaHHBIM,
pe3ybTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHE, HW3MEHEHHE, OJOKUPOBAaHHUE,
KOIUPOBAHUE,  PACHOPOCTPAHEHUE  IEPCOHAJBHBIX  JAaHHBIX, a TakkKe  HHBIX
HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

Nudopmarius u cBSI3aHHBIE C HEW pecypchl JODKHBI OBITH JOCTYIIHBI IS
aBTOPU30BaHHBIX  TOJIb30BaTesie.  JIODKHO ~ OCYHIECTBISATBCS ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIIJIH.

JIOJDKHO OCYHIECTBIIATBHCS MPEIOTBPALICHUE MNPEIHAMEPEHHBIX WM CIy4YailHbIX,
YAaCTUYHBIX WJIM TOJHBIX HECAHKIMOHUPOBAHHBIX MOJU(PUKAIUNA WIM YHUYTOXKEHUS
JAHHBIX.

CoctaB 00BEKTOB 3allUThl TpeAcTaBiieH B llepeyHe mNEpCOHANBHBIX JIaHHBIX,
MOJICKAIIMX 3aIUTE.

Cocras UCII[IH nomyiexamux 3aliuTe, npeacraBieH B Oruere O pe3ynbTaTax
MPOBEJICHUSI BHYTPEHHEN TPOBEPKHU.

Orta [TonuTuka nunpopManmoHHOM 6€30macHOCTH ObLIa YTBEPKICHA PYKOBOIUTEIEM

npennpustus HlasxmeroBeim Maparom ['asi30BuueM U BBEJCHA B ACUCTBUE MPUKA30M No

107 ot 15.11.2013r.
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Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

2 O0aacTh qeiicTBUA

TpeboBanust Hactosedt [loTUTHKM pacmpoCTpaHSIOTCS Ha BCEX COTPYIHUKOB
OpeanpusTys (IUTaTHBIX, BPEMEHHBIX, pa0OTAOIUX 110 KOHTPAKTY U T.I.), @ TAKKE BCEX

MpoYMX JUll (MOAPSIIYMKH, Ay TUTOPHI U T.11.).
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3 Cucrema 3allIUTHI MEPCOHAJIBHBIX JaAaHHBIX

Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUMU:

- OTyeTa 0 pe3yJsibTarax MPOBEICHUS BHYTPEHHEN MPOBEPKU;

- [lepeuHst mepCOHABHBIX JAHHBIX, TOJIEKAIINX 3aIINUTE;

- AkTa knaccudukany nHOOPMALMOHHONW CUCTEMBI IEPCOHAIBHBIX JaHHBIX;

- Moaenu yrpo3 6e301acHOCTH NePCOHATbHBIX JaHHBIX;

- [lonoxkeHust O pasrpaHUyYeHUd NOpaB AocCTyna K o0pabaTbIBa€éMbIM IE€PCOHATBHBIM
JAHHBIM;

- PykoBogsmux 1okymeHToB @CTOK u ®Ch Poccun.

Ha ocHOBaHMHM 3THX JOKYMEHTOB ONpEIEISAETCSs HEOOXOOUMBIM ypOBEHb
samumeHHocT [1/In kaxnoit UCII/x npennpusarus. Ha ocHOBaHUM aHA/IN3a aKTyaJIbHBIX
yrpo3 Oe3omacHoctu IIJIlH omucanHoro B Mogenu yrpo3 u Otuera O pe3ynbTarax
IPOBEJCHUSI BHYTPEHHEW NPOBEpPKE, JENaeTcsl 3aKiIl4YeHHEe O HeoOXOIUMOCTU
WCIIOJIb30BAaHUSA TEXHUYECKUX CPEACTB M  OPTraHU3alMOHHBIX MEPOINPUITHI  HJIA
oOecnieuenus 6ezonacHocT I1J{H. BeiOpanHble HEOOXOIUMBIE MEPOIIPUATHUS OTPAKAIOTCA
B [Inane meponpustuii no odecneyeHuto 3amutsl [1J1H.

s xaxxont UCI/IH nmomkeH ObITh COCTABIICH CIUCOK MCIOJIb3YEMbIX TEXHUYECKHUX
CPEICTB 3alllUThl, a TaK € MPOrpPaMMHOI0 OOECIEUEHHs Y4YacTBYIOIIETO B 00pabOTKe
IT/1n, Ha Bcex anementax MCII/IH:

- APM nonws3oBartenei;

- CepBepa NnpuioXeHu;

- CYBI;

- I'panuna JIBC;

- KananoB nepenayuu B ceTH OOIIETO MOJIb30BAHUS U (MIJIM) MEXIYHAPOIHOTO OOMEHA, €l
1o HuM nepenarorcs [T1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHocTd MCII/IH n akTyaneHbIX yrpos, C3I1/1H
MOKET BKJIFOUATh CJIEAYIOINE TEXHUYECKUE CPEIICTBA:

- aHTUBHUPYCHBIE CPEACTBA JIsl pabOUYUX CTAaHIIMN MOJIB30BaTENICH U CEPBEPOB;

- CpCaACTBA MCKCCTCBOI'O 9KPAHUPOBAHMA,
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Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

- CpelCcTBa Kpumnrorpad@uyeckord 3amuThl MHPOpMALUM, TPH Tepeaadye 3aiiuiiaeMou
uHbOpMaIK 0 KaHajdaM CBSI3U.

Tak e B CHUCOK JOJKHBI OBITh BKJIIOYEHBI (DYHKIIMU 3alIUThI, 0OecreurBaeMble
mTaTHRIMA cpeacTBaMu 00padoTku [1/[n onepanmmonubivMu cuctemamu (OC), MpUKIaTHBIM
[I0 ¥ cronenuaJbHBIMH KOMIUIEKCAMH, PEATU3YIOIUMH CpeAcTBa 3aliuThl. CrnHcok
(YHKUMIA 32U THI MOKET BKJIIOYATh:

- YIIpaBJIEHUE U pa3srpaHUUYEHHUE TOCTYIA MOJIb30BaATEIEH;
- PETUCTPALIMIO U YYET ICUCTBUIN ¢ HH(pOpMaIuei;

- oOecreynBaTh 1eIOCTHOCTh JIaHHBIX;

- MPOU3BOJIUTH OOHAPYKEHHUI BTOPKEHUM.

Crmcok HCITIOJIB3YCMBIX TCXHHYCCKHX CPCACTB OTPAXKACTCA B [Inane mMeponpusaTUi

110 00eCceUYEeHHIO 3alllUThl TICPCOHAJIBHBIX JAdHHBIX. Crucok HCIIOJIB3YCMBIX CpPCACTB

NOJDKEH IIOAJEP)KUBATBCA B aKTyalbHOM cocTosgHuM. [Ipu wu3mMeHeHuu cocrasa
TEXHUYECKUX CpeacTB 3amuThl uiu aneMeHToB MCII/IH, cOOTBETCTBYIOMNE U3MEHEHMS
JOJKHBI ObITh BHeCEHbl B CHHCOK M YTBEP)KIEHbl PYKOBOAMUTENIEM MPEANPUITHSI WIH

JIMIIOM, OTBCTCTBCHHBIM 34 obOecrieueHme 341U ThI HHH
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Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

4 TpeooBanus k nogcucremam C3I1In

C3I1n Briro4aeT B ce0s CASAYIOMNUE TOACUCTEMBI:
- YIIPaBJICHUS JOCTYIIOM, PETUCTPALlMU U YUETa;
- obecrieueHus eTOCTHOCTH U JOCTYITHOCTH;
- AHTUBUPYCHOU 3aILIUTBHI;
- MEXCETEBOr0 YKPAaHUPOBAHUS;
- aHAJIM3a 3l UIIEHHOCTH;
- OOHaApyXEHUs BTOPXKECHHUI;
- KpUNTOrpapu4ecKoil 3a1Thl.
[Hoacuctemsr C3IIJJH MMEIOT pa3iWyHbBIi (YHKIMOHAI B 3aBUCHMOCTH OT KJacca
NUCTIIH, omnpenenenHoro B AkTe Kiaccupukanud HMHPOPMALMOHHON  CHUCTEMBI
MEePCOHANIBHBIX JaHHbIX. Cnucok cooTBercTBUs (PyHkuui nonacucreM C3II/IH kmaccy

3AMUIIICHHOCTH IIPCACTABJICH B HpI/IJ'IO}KGHI/II/I.

HOIICI/ICTCMBI YIIpaBJIICHUA JOCTYIIOM, pEruCTpald U y4cTa

[Toncucrema ymnpaBieHHs JOCTYIOM, PETMCTPALMM M y4yeTa MpEJHA3HAYEHA IS
peanuzanuu caeayronmx GyHKIHM:
- UICHTU(DUKAIIMY U TIPOBEPKA MOMITMHHOCTH CYObeKTOB focTymna npu Bxozae B MCI/Ix;
- UICHTU(DUKAIIMK Yy3JI0B CETH, KAaHAJIOB CBS3M, BHEIIHMX YCTPONCTB MO JIOTHYECKUM
MMEHaM;
- UICHTU(PUKAIIMK TPOrpaMM, TOMOB, KaTajoroB, (aiiyioB, 3amucel, Mojiei 3amuced 1o
MMEHaM;
- peructpanuu Bxoja (BBIXOAAa) CYOBEKTOB JOCTyNla B CHCTeMY (M3 CHCTEMBI), OO
perucTpaunus 3arpy3ku 1 HHUIAAIU3ALUU OIIEPALlMOHHOM CUCTEMBI U €€ OCTAHOBA.
- PETUCTPAIIMH TIOMBITOK JIOCTyIa MPOrPaMMHBIX CPEACTB (MporpamM, MpoIeccoB, 3ajad,
3aJIaHMil) K 3aIIIaeMbiM (aitnam;
- PETUCTpaLMK MOMBITOK JIOCTYIAa MPOrPAMMHBIX CPEJICTB K TEPMHUHAJIAM, KaHaJaM CBSI3H,
nmporpaMmam, ToMam, Karajoram, (aiyiam, 3aucsM, MOJIsIM 3aIUCei.
[Toncucrema ympaBieHHS JOCTYIIOM MOXET OBITh peaii30BaHa C IOMOIIBIO

mTaTHbIX cpeAcTB o0paboTku I1/IH (onepaunonubix cucteM, npuioxkenuid 1 CYB/). Tak
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K€ MOXKET OBITh BHCAPCHO CIICOHUAILHOC TCEXHHUYCCKOC CPCACTBO HIIM HX KOMILICKC

OCYyIICCTBIIAOINE JOITOJIHUTCIBHBIC MCPHI 110 aYTeHTI/I(I)I/IKaHI/II/I W KOHTPOJIIO.

HOI[CI/ICTCMa obecrnieueHUs HCJIOCTHOCTH U JOCTYIIHOCTHU

Iloncuctema oOecriedeHHs LENOCTHOCTHM U JOCTYIHOCTH TpeAHa3HayeHa JUisd
oOecreyeHus: LeJIOCTHOCTU U JocTynHocTr [IJ[H, mporpaMMHBIX M anmapaTHbIX CPENCTB
NCITIH npeanpusitvisi, a TaKk € CPEACTB 3alUThI, MPU CIy4YalHOW WM HaMEpPEHHOU
MOIU(pUKAITIH.

Ilogcucrema peanusyercss ¢ NOMOIIBIO OpPraHU3alMy PE3EPBHOIO KOMMPOBAHUS

o0OpabaTbIBa€MbIX JAHHBIX, a TaK YK€ pe3epBUPOBAHUEM KI0ueBbIX d11eMeHToB MCII/IH.

HOI[CI/ICTGMa aHTHBHPYCHOﬁ 34U ThI

[loncucTtemMa  aHTUBMPYCHOM — 3alUTHl  IpeJHA3Haue€Ha Juid  OOecredeHUs
aHTUBUPYCHOM 3amuThl cepBepoB U1 APM nonw3oBarenert UCII/IxH npeanpustus.

CpencTBa aHTUBHPYCHOM 3allUThl IIPEIHA3HAYEHBI JUIA PEATU3ALMHU CIEIYHOLIUX
byHKIMI:

- PE3UICHTHBI AaHTUBUPYCHBIA MOHUTOPHHT;

- AHTUBUPYCHOE CKaHUPOBAHMUE;

- CKpUNT-0JIOKUPOBAHHUE;

- LIEHTPAJIN30BaHHY0/yIaIeHHYI0 YCTAHOBKY//IEMHCTAUISALMIO aHTUBUPYCHOTO TPOIYKTa,
HACTPOMKY, aAMUHUCTPUPOBAHUE, MPOCMOTP OTYETOB M CTATUCTHUYECKON HH(OpMaLUU 1O
paboTe NpoayKTa;

- aBTOMATU3UPOBAHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;

- OTPAaHWYEHHE IMPaB IOJB30BATENII HA OCTAHOBKY MCITOJIHSAEMBIX 33a4 U W3MEHEHUS
HACTPOEK aHTUBUPYCHOIO IPOrPAMMHOI0 00€CIIeUEHHUS;

- AaBTOMAaTUYECKHUI 3aIyCK Cpa3y MOCJIE 3arpy3Ku ONEPALMOHHON CUCTEMBI.

[loncucrema  peanu3yercss MYTEM  BHEAPEHHUS  CIELUAIBHOIO  AHTUBHUPYCHOTO

nporpaMmmMHOTo obecrnedenus Ha Bce anemeHTsl MCI/IH.

[ToacucTema MeKCETEBOTO SKPAHUPOBAHUS

ITogcucTeMa MEXKCETEBOTO HSKpPAaHUPOBAHUS MpEJHA3HAUYCHA [UJIsl peau3aluu
CeAYOMMX (PYHKITUMN:
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- GUIBTpaAllUM OTKPHITOTO U 3amudpoBaHHOro (3akpeiToro) IP-tpaduka mo ciaemgyronum
napameTpam;

- pukcauMu BO BHYTPEHHUX JKypHajlax HH(OpMAIMU O TMPOXOISAIIEM OTKPHITOM U
3akpbIToM [P-Tpaduxe;

- UJCHTU(PUKAIMN U ayTeHTHU(PHUKAIUIO aJIMUHUACTPATOpa MEXKCETEBOTO SKpaHa MpPU €ro
JIOKaJBbHBIX 3allpocax Ha JOCTYII;

- perucTpaly BxoAa (BbIXOAA) aJIMHHHCTPATOpa MEXKCETEBOIO JKpaHa B cUCTeMy (U3
CUCTEMbI) TUOO 3arpy3Ku ¥ MHULIMATU3AIMHA CUCTEMBI U €€ IPOrPaMMHOIO OCTAaHOBA;

- KOHTPOJIA LETOCTHOCTH CBOEH MPOrpaMMHOM U HHGOPMAITMOHHON YacTH;

- puiIbTpaMM TAKETOB CIY)KEOHBIX MPOTOKOJOB, CIYXKallUX JUJIl JHArHOCTUKU H
yIpaBJieHHs pabOTON CETEBBIX YCTPOUCTB;

- puibTpaMM C y4eTOM BXOJHOTO M BBIXOJHOIO CETEBOr0 HMHTEpdeiica Kak CpercTBO
IIPOBEPKH MOJIMHHOCTH CETEBBIX a/IPECOB;

- perucTpaium U yuera 3anpaiuBaeMbIX CEpBUCOB IPUKIAJHOTO YPOBHS;

- OJTOKUPOBaHUS JOCTyNa HEUACHTU(DUIIMPOBAHHOTO 00BEKTA WU CYObhEKTa, OIJTMHHOCTD
KOTOPOTO IPH ayTeHTU(UKALMU HE MOATBEPANIIAch, METOAaMH, YCTOWYMBBIMU K I1€PEXBaTY;

- KOHTPOJIS 32 CETEBOW aKTUBHOCTBIO MPUIIOKEHHU U OOHAPYKEHUSI CETEBBIX aTak.

[loncucrema peanu3yercs BHEIPEHUEM MPOrPAMMHO-AINAPATHBIX KOMIUIEKCOB

MEKCETEBOI0 IKpaHupoBaHus Ha rpanuiie JICB, kimaccom He HU*keE 4.

HOI[CI/ICTCMa dHaJIM3a 3allluIICHHOCTHU

[logcuctema aHanmM3a 3alMIIEHHOCTH, JOJDKHA OOECIeYUBATh  BBISABICHUS
ySI3BUMOCTEH, CBsI3aHHBIX ¢ omuOkamu B KoHpurypauuu no MCIIIH, xoTopsie MOTYT
OBITh UCIIOJIb30BAHBI HAPYIIUTEIEM JJIsl pealIu3allu aTaKd Ha CUCTEMY.

OYHKIIMOHAT ~ TMOJCUCTEMBI MOXET OBITh peaTu30BaH MPOTPAMMHBIMU U

MIPOTPaMMHO-aNNapaTHIMU CPEACTBAMH.
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[Toncucrema oOHapyKEHUST BTOPKEHUM

[Toncucrema oOHapy)EHUSI BTOPKEHUMN, TOJKHA 00€CIIEYnBATh BBISIBICHUE CETEBBIX
arak Ha 3meMeHThl MCII/IH monmkiroueHHBIE K CETIM OOIIEro MOJb30BaHUS W (WIIH)
MEXIYHapOTHOTO OOMEHa.

OYHKITMOHAT  MOJACUCTEMBI MOXET OBITh peaTu30BaH MPOTPAMMHBIMU U

IIPOTPaMMHO-ANNAaPaTHBIMU CPEACTBAMH.

[Toncucrema kpunrorpauueckoi 3amuThl

[Toncuctema kpunrorpapuueckoi 3aluTsl npeaHasHadena ais uckimouenus HC/
samuiaemoit nuadopmanuu B UCIIH npeanpusatus, npu ee nepeaayu mo KaHajiaM CBSI3U
ceTel 00IIero MoJib30BaHUsl U (WJIM) MEKTYHAPOJITHOTO OOMEHa.

[loncuctema  peanmusyercs  BHEIPEHHs  KPUOTOrpauuecKuxX  MPOrpaMMHO-

alrapaTrHbIX KOMIIJICKCOB.
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5 HHoas3zoBarean UCII/In

B Konuenuuu nadopmanmoHHOM 6€30MacHOCTH OINpPEAEIIeHbl OCHOBHBIE KaTEropuu
nosib3oBateneil. Ha ocHOBaHMM 3THX KAaTeropuH JOJKHA OBITh MPOM3BEICHA TUIU3ALIMS
nonb3oBareneit UCII/IH, onpenenes ux ypoBeHb IOCTyIa U BO3MOKHOCTH.

B UCIIJH npeanpusiTuss MOKHO BBLACIHUTH CIEIYIOLIAE TPYIIIbI MOJb30BaTEIEH,
y4acTBYIOIINX B 00paboTke u xpanenuu [1/1x:

- Aapmununctparopsl UCIT/1H;
- AIMUHHUCTpPATOpbl O€30MaCHOCTH;
- Oneparopst UCII/IH;

JlaHHbIE O TPYMIAxX MOJIb30BATENSAX, YPOBHE HX JOCTYNa U UHPOPMUPOBAHHOCTH

JOJIKEH ObITh OTpakeH B [lonokeHne o pa3rpaHUyeHuu IpaB AoCTyna K 00padaThIBa€MbIM

IICPCOHAJIBHBIM JadHHbIM.

Anmunauctparop UCI/Ix
Anmunuctpatop UCII/H coTpyIHUK NpeanpusiTus, OTBETCTBEHHBIN 3a HACTPOIIKY,
BHenpeHue u conpoBoxaeHue MCIIIn. OOecrieunBaer GyHKIMOHUPOBAHUE TOJICHCTEMBI
ynpasienust goctynoM HCII[IH ¥ ymnolHOMOYEH OCYWIECTBIATH MPEJOCTABICHUE H
pasrpaHUueHHE JOCTyNa KOHEeUHOro mnosib3oBarens (Onepatopa APM) k sneMeHTawm,
XPaHALIMM [IEPCOHAJIbHBIE JaHHBIE.
Anmunuctpatop UCIIJIH o6nanaer cienyonumM ypoBHEM TOCTYIIA U 3HAHHIA:
- obnamaer mosHOM MWHpOpPMAIMEl O CUCTEMHOM M MPUKIATHOM MNPOrPaMMHOM
obecneuenun UCII/IH;
- o0nazmaer nmonHOM nH(popMaluen o TeXHU4YecKux cpeactBax U koHpurypauuu UCIIH;
- UMEET JOCTYI KO BCEM TEXHUYECKUM CpeACTBaM OOpaOOTKM MH(OpMALMH U AaHHBIM
NCII/H;
- o0naaer npaBaMu KOH(MOUTYpUPOBAHUS U aJIMUHUCTPATUBHOW HACTPOUMKH TEXHUYECKUX

cpenctB UCII/Ix
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Приложение%204%20Концепция%20информационной%20безопасности.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc

AnMuHHCTpaTOp O€30MaCHOCTH
AnMuHucTpaTOp 0€30MaCHOCTH, COTPYIHUK TPEANPUATHS, OTBETCTBEHHBIA 3a
¢dbynkunonupoanue C3I1/IH, BkiItodast 0OCIyKUBaHUE W HACTPONKY aJMUHUCTPATUBHOM,

CEpPBEPHOM U KIIMEHTCKOM KOMITOHEHT.

AnmunncTpaTop 6e30macHoCcTy 007a1aeT CIEAYIOIIUM YPOBHEM JIOCTYIIA U 3HAHUI:

- obnanaer nmpaBamu Anmunuctpatopa UCIT/IH;

- obnagaet nonHoi undopmanueit 06 UCI/IH;

- UMEET JIOCTYN K CpeACTBaM 3alllUThl MHGOPMAIMK U MPOTOKOJUPOBAHUS U K YACTU
KJIroueBbIX 351eMenToB MCII/H;

- HE UMEET MpaB JOCTyNMa K KOH(PUTYPUPOBAHMIO TEXHUUYECKUX CPEACTB CETU 3a
UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCTICKITMOHHBIX ).

AnMuHuCcTpaTOp 0€30MaCHOCTH YIOJHOMOYEH:

- peanu30BbIBaTh MOJUTUKHK Oe3omacHocTd B uactu HacTpoiiku CK3U, mexcereBbIx
PKPAaHOB M CHUCTEM OOHApYy>KEHHsS aTak, B COOTBETCTBUU C KOTOPHIMHU I0OJh30BATEIh
(Onepatop APM) nosyyaet BO3MOXHOCTh padboTtath ¢ anemeHTamu UCII/IH;

- OCYLIECTBIISATh ayIUT CPEJICTB 3aILUTHI;

- YCTaHABIUBATh JIOBEPUTEIILHBIC OTHOIIECHUS CBOCH 3alllUIEHHON CETH C CETSIMU JIPYTUX

PEANPUATHH.

Onepatop UCITIx

Omnepatop UCII/IH, coTpyaHUK TPEeANpUsATHs, OCYIIECTBIsIomui 00padotky I1/1H.
Oo6padoTtka I1/IH BrItOYaeT: BO3MOXKHOCTH TpocMoTpa [1/1H, pyuHoii BBoa I1/IH B cuctemy
NCTIIH, dopmupoBaHue CripaBOK ¥ 0T4eTOB 1o uHpopManuu, noaydennon u3 VMCII.
Omneparop He UMEET MOJIHOMOYMHN I YIpaBJIEHUS MOJACUCTEMaMU 0OpaOOTKU JAAHHBIX U
C3I1/IH.

Omneparop UCII/Ix o6nanaeT cieayomuM YpOBHEM JOCTYNA U 3HAHUM:
- o0nanmaer BCEMU HEO0OXOAUMBIMU aTpuOyTamu (Hanpumep, napoJsem),

o0ecreurnBaloIIMMH 10CTYN K HEKOTOpoMy noaMHoxecTBy [1/1H;

- paciojiaracTt KOH(l)I/IIICHI_[I/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JTOCTYII.
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AJMUHUCTPATOP CETH

AQMUHHCTPAaTOp  CETH,  COTPYOHUK  IPEAUPHUATHS,  OTBETCTBEHHBIA  3a
(GyHKIIMOHUPOBaHUE TeleKOMMYyHHUKAIMOHHOW moacuctembl WMCITIH. Anmunuctpatop
CETHM HE HMMEET IOJHOMOYMHI ISl YHpaBJIEHUS MOJACUCTEMAMHU OOpabOTKM JAHHBIX W
0€30IacCHOCTH.

AnMuHHCTpaTOp CETH 00JIaaeT CAEAYIOIHUM YPOBHEM JOCTYyNA U 3HAHUM:

- o0ylajaeTr 4YacTtbl0 MHQPOPMAIMM O CUCTEMHOM M MPHUKIAJHOM IPOrpaMMHOM
o6ecneuenun UCIIT/IH;

- 00J1afjaeT yacThio MHPOpPMAIUHN O TEXHUYECKUX cpencTBax v KoHpurypanuun  VCIIdH;

- UMeeT (U3MYECKUH JOCTYNl K TEXHHUUYECKUM CpelncTBaM oOpaOOoTKM HHPOpMaLUU U
CpPEACTBAM 3aILUTHI;

- 3HaAcCT, 110 MEHBIIICH MCPC, OAHO JICTAJIbHOC UMA NOCTYIIA.

TexHHU4eCKUil CHeUANINCT M0 0OCTYKUBAHUIO IEPUPEPUITHOTO 000PYTOBAHUS

TexHuueckuil crneuuaiucT MO  OOCIYXUBAaHUIO, COTPYIHUK MPEANPUSATHSA,
OCYUIECTBJISIET OOCIYXMBAaHME U HACTpouKy mnepudepuiinoro odopyaoanus MWCII/IH.
TexHuyeckuil crnenuanucT 1Mo oOCTy)KMBaHHUIO He uMeeT noctyna k IIJIH, He umeer
MTOJIHOMOYHMI JIJIs1 YIIPaBIIEHUA MOACUCTEMaMU 00paObOTKH TaHHBIX U 0€30MACHOCTH.

TexHuyeckuil cneuuasucT Mo OOCIYXUBAaHUIO O00JaJaeT CJEIYIOIMIMM YPOBHEM
JNOCTYyIla U 3HAHUM:

- obnajmaer dYacTbto HMHGPOPMALMM O CHUCTEMHOM U MPUKIAJHOM MPOrPAMMHOM
obecneuenun UCII/IH;
- o0nazaer yacThio HH(pOpPMALMK O TEXHUYECKUX cpenicTBax U kKoHpurypaunn UCIH;

- 3HAeT, M0 MEHBIIEH Mepe, OHO JeTaTbHOE UM TOCTYTIA.
[Tporpammuct-pazpadorunk UCITIx

[TporpaMMuCTBI-pa3pabOTIMKK  (TIOCTABIIUKKM)  MPUKJIATHOTO  IIPOTPAMMHOTO
obecricucHUs, OOECIICUMBAIOIINE €r0 CONMPOBOXKJICHHE Ha 3amuinaeMoM oObBekTe. K
JAHHOM TPYIIE MOTYT OTHOCUTBHCS KaK COTPYIHUKHU MPEINPUSTHS, TAK U COTPYAHUKH
CTOPOHHUX OpraHU3aIni.

JIn1o 3ToM KaTeropuu:
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- obnagaetr mHpopmanment o0 anropuTMax M Mporpammax o0paboTku WH(oOpmaIuy Ha
NCIId#;

- 00ajaeT BO3MOXKHOCTSIMM BHECEHHS OLIMOOK, HEACKIApUPOBAHHBIX BO3MOXKHOCTEM,
IPOrpaMMHBIX 3aKJIa/J0K, BPEIOHOCHBIX MporpamMm B mporpammuoe obecrieuenne MCII/In
Ha CTaauu ee pa3paboTKu, BHEAPEHUS U CONIPOBOXKICHUS;

- MOXKET pacmoiarath Jo0bMH (PparmMeHTamMu uHbopmaruu o Tonojoruu WCIIH u

TEXHUYECKUX cpeacTBax oOpaboTku u 3amuthl [1/]H, o6padbaTteiBaembix B UCTI/IH.
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6 TpeGoBaHusi K mepcoHay no odecnedeHuo 3amuThl I1/IH

Bce cotpynnuku npennpusitusi, spistomuecs nonabzoatessimu MCIIIH, nomKHbBI
YETKO 3HaTh U CTPOTrO BBHIMOJIHATH YCTAHOBJICHHBIE MPABUIIa U 00S3aHHOCTHU MO JAOCTYMY K
3aIUIIAEMbIM 00BEKTaM U COOIIOICHUIO MPUHATOTO pexuma 6ezonacHoctu [1/1H.

[Ipu BCTyIJIEHUU B JOJKHOCTH HOBOTO COTPYIHUKA HENOCPEICTBEHHbBIN HaYaJIbHUK
noJipa3/ieJIeHusl, B KOTOPOE OH MOCTyMaer, o0s3aH OPraHU30BaTh €ro O3HAKOMJICHUE C
JNOJDKHOCTHOM HWHCTPYKIIMEN M HEOOXOAUMBIMH JIOKYMEHTaMH, pPErjiaMEeHTHUPYIOIIMMHU
TpeboBanuss 1o 3ammre [IJIH, a Takxke oOydeHHME HaBbIKAM BBITIOJHEHHS MPOLEIYP,
HEOOXOIUMBIX JIJIsi CAHKIIMOHUPOBaHHOTO rcnoib3oBanust UCII/IH.

CoTpyIHUK JOJKEH OBbITh O3HAKOMJIEH CO CBeleHusAMH Hacrosuieil [lomutukw,
NPUHATHIX Tipotenyp padbotsl ¢ anementamu UCTTIn u C3I1/]H.

CoTpyaHuku MPEeANPUATHS, HCIIOJIb3YIOIIHE TEXHUYECKHE CpEeACTBa
ayTeHTU(PUKAIINU, JTODKHBI 00ECIeYMBaTh COXPAHHOCTD UACHTU(PUKATOPOB (JIEKTPOHHBIX
kimoueid) u He gomyckath HCJ k HuUM, a Tak ’K€ BO3MOXHOCTh HUX YTEpH WIH
MCIIOJIb30BaHUs TPEThUMU JHIaMu. [loap30BaTenn HECYT MEPCOHANTBHYIO OTBETCTBEHHOCTD
3a COXPaHHOCTb UCHTU(UKATOPOB.

CoTpyIHUKH TPEaNpHUsTUsS JOJDKHBI CIEOBAaTh YCTAaHOBJICHHBIM MPOLEAYypam
nojziepkanus pexuma 0esonacHoctu [1J{H mpu BEIOOpE U MCIIONB30BAHUU Maposen (eciu
HE UCMOJIb3YIOTCS TEXHUUYECKHE CPEACTBA ayTEHTU(PUKALIN).

CoTpyaHUKH TpeAnpUsTHs JIOJDKHBI  OOECreyuBaTh HAJICKAU[YI0 — 3alIUTY
0o0Opy/OBaHus, OCTaBIsIEeMOro 0e3 MpHUCMOTpa, OCOOEHHO B TeX ClydasX, Korja B
IIOMEIICHUE HMEIOT JOCTYIl ITOCTOPOHHHME Juua. Bce mnonp3oBarenu AODKHBI 3HATH
TpeboBanus no 6ezonacHocTy I1J[H U mpouenypsl 3aUTH 000PYI0BAHUS, OCTABIEHHOTO
0e3 MpucMoTpa, a Tak’Ke CBOU 00s13aHHOCTHU MO 00ECNEYEHNIO TaKON 3aIUTHI.

CoTpynHukaMm  3ampemaercss  YCTaHABIMBATH  MOCTOPOHHEE  IIPOTPAMMHOE
oOecrnieueHre, NOJKI0YaTh JUUYHbIE MOOMIIBHBIE YCTPOMCTBA U HOCUTENHM MH(OpMAIINH, a
TaK K€ 3aMiChIBaTh HA HUX 3aIUIIAEMYI0 HH(HOPMAITHIO.

CoTpyaHuKaM 3ampelaercs pasrjiamarh 3alidilaeMylo HH(opManuoo, KOTopas
CTaJyia UM M3BECTHA MpHU paboTe ¢ UHPOPMAITMOHHBIMU CUCTEMAMU TIPEITPUSATHUS, TPETHUM

JIUIIaM.
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Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc

IIpu pa6ore ¢ [IJlu B UCIIJIH coTpynHuKHA Npeanpusitus oOsi3aHbl 00€CTIeYUTh
OTCYTCTBHE BO3MOKHOCTH npocMoTpa [1/IH TpeTbrmu muamu ¢ MOHUTOpoB APM.

[Ipu 3aBepmienuu pabotel ¢ UCII[AH coTpymuuku o6s3anbl 3amutuTth APM c
MIOMOILBIO OJIOKUPOBKM KIIFOUOM WJIM 3KBHUBAJIEHTHOTO CPEJICTBA KOHTPOJIS, HAIpPUMED,
JOCTYIIOM TIO MapOoJIt0, €CIIM HE UCIOJIb3YIOTCS 00JIEE CHIIbHBIE CPEICTBA 3ALUTHI.

COoTpyIHUKH MpEANpUATHS JOJDKHBI OBbITh MPOMH(GOPMHUPOBAHBI 00 yrpo3ax
HapyleHus pexxuma OezonacHocTd IIJIH M oTBEeTCTBEHHOCTH 3a ero HapyuieHue. OHH
JOJIKHBI OBITb O3HAKOMJIEHBI C YTBEPXKACHHOW (OpMaIbHOM MNPOLEAYPON HAaJIOKEHUS
JTUCHUTUIMHAPHBIX B3BICKAHUW HA COTPYAHUKOB, KOTOPBIE HAPYIIWIN NPUHSATHIE MOJUTUKY
u niporieAypsl 6e3onacuoctu [1J1H.

CotpynHuku 00s3aHbI 0€3 MpoMeJICHUs coo0IaTh 000 BceX HAOIIOAAEMBIX WIIU
noAo3puTenbHbIX ciydasx padorel MCII[AH, Morymux moBiedb 3a COOOW Yrpo3sl
o6ezonacHoctu II/lH, a Takke O BBISBICHHBIX HUMH COOBITHSIX, 3aTparvBaroNINX
6e3onacHocTh [1JIH, pyKOBOJICTBY TO/Ipa3/IeJICHUS U JIUILY, OTBEYAIOIIEMY 32 HEMEJICHHOE

pearupoBaHue Ha yrpo3sl 0e3onacHocTu [1/1H.
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7 . JloJzKkHOCTHBIE 00s13aHHOCTH noJib3oBareseil UCII/In
JlomkHocTHBIE 00si3aHHOCTH moib3oBaTeneit WCII/n omucansl B clemyromumx

JOKYMEHTaX:

- Uuctpykums anmunrctparopa UCIAH;

- Unctpykuus anmuauctparopa 6e3omnacuoctu UCII/IH;
- Muctpykuus nonszoBatens UCIIH;

- I/IHCTPYKL[I/IH IMOJIB30BAaTCJIA ITPH BOSHUKHOBCHUHN BHCIITATHBIX CHTyaHHﬁ.
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Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc

8 OtBercTBeHHOCTH cOTPYIHUKOB UCII/IH npexnpustus

B cootBetrcTBUU cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit denepanuu ot 27
utosig 2006 r. Ne 152-03 «O mepcoHanbHBIX AaHHBIX)» JIMIA, BUHOBHBIE B HApYLIEHUU
TpeboBaHuil AaHHOro @enepanbHOrO 3aKOHA, HECYT TPaXJAHCKYI0, YrOJOBHYIO,
aIMUHUCTPATUBHYIO, AJUCHUIUIMHAPHYIO U UHYIO MPEAYCMOTPEHHYIO 3aKOHOIaTEIILCTBOM
Poccuiickon denepannu OTBETCTBEHHOCTb.

JleiicTBytollee 3aKOHOAATENBCTBO P® mMO3BOJNSET MPEenbABIATH TPEOOBaHHS IO
oOecrieueHnt0 0e30macHoi paboThl C 3amuinaeMord uHbopMmalmeil U MnpeaycMaTpuBacT
OTBETCTBEHHOCTh 3a HapYILICHUE YCTAaHOBJIEHHBIX MpaBui dKciutyaTaunun OBM u cucrewm,
HEMPaBOMEPHBIA JOCTYI K MH(OPMALIMK, €CIU 3TU ACHCTBUS MPUBEIH K YHUUTOKEHUIO,
OJI0kMpoBaHut0, MoauduKanuy UHGOPMAIIMKM WM HapylieHuto pabotel DBM wiu cereit
(ctateu 272,273 u 274 YK P®).

Anmunuctpatop UCIT/IH u anMuHHCTpaTOp 6€30MACHOCTH HECYT OTBETCTBEHHOCTh
3a BCE JEHUCTBUS, COBEPILICHHBIE OT UMEHU MX YYETHBIX 3aMUCEN MU CUCTEMHBIX YUETHBIX
3amuced, eclii He JoKa3aH (aKkT HECAaHKIIMOHUPOBAHHOTO HCIOJb30BAHUSI YUYETHBIX
3aIUCeH.

IIpn HapymeHussx coTpyaHUKaMu npeanpusatus — nojap3oBareneid UCII/Ix mpasui,
CBSI3aHHBIX C Oe3onacHocThio I[I/[H, OHM HECyT OTBETCTBEHHOCTh, YCTAHOBJIEHHYIO
JNEUCTBYIOIIUM 3aKkoHOAATENbCTBOM Poccuiickon denepanuu.

[IpuBeneHHbIC BbINIE TpPeOOBaHUS HOPMATUBHBIX JOKYMEHTOB IO 3alllUTe
uH(pOopMaIu TOHKHBI OBITh OTpaKeHbI B [10JI0KEHHSIX 0 MOapa3aeieHUsIX MPEAIPUsITHS,
ocymectisitomux o6padotky II/la B MCIIJlH ¥ JODKHOCTHBIX HMHCTPYKIIHSX
COTPYHUKOB TIPEANPUSITHS.

Heob6xogumo BHectu B [lojokeHus O  mMOApa3ACNiCeHUSX  MPEANPUSTHS,
ocymectisitomux o6padotky I1[ln B MCII[H cBemeHuss 00 OTBETCTBEHHOCTH MX
PYKOBOJOUTENEH W  COTPYIHHKOB 3a pa3liallieHHe W  HECAHKIIMOHUPOBAHHYIO
Moaudukanuio (uckaxenue, Qanbcudukanuo) I[IJ][H, a Takke 3a HempaBOMEpPHOE

BMEIIATEILCTBO B MPOIECCH UX aBTOMAaTU3UPOBAHHON 00paOOTKH.
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9 CnHucoK NCIMOJb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOpPMAaTHUBHO-IIPABOBBIMM M METOAUYECKUMHU JOKYMEHTaMH, Ha
KOTOpBIX Oazupyetcs HacTosee [lonoxenue sABIIOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-03 «O nepCOHATBHBIX JTaHHBIX)
(mamee — @3 «O mEepCOHANBHBIX JAHHBIX»), YCTAHABIMBAIOIIWKA OCHOBHBIE NMPUHLUIBI U
ycioBus oOpabotku [IJ[H, mnpaBa, OO0S3aHHOCTM U OTBETCTBEHHOCTh YYaCTHUKOB
OTHOIIIEHUH, CBSI3aHHBIX ¢ 00pabdoTkoit [1/1H.

2 «I[lonoxenue 00 obecrneueHUH OE30MACHOCTU TMEPCOHANBHBIX JTAHHBIX TPHU HUX
o0paboTke B HH(POPMAIMOHHBIX CHUCTEMax IMEPCOHAIBHBIX JAaHHBIX», YTBEPKICHHOE
ITocranoBnenunem IlpaBurenscta PO ot 17.11.2007 r. Ne 781.

3 «l[lopsmox  mpoBeneHus  KiIacCU(PUKAUUMUM  HHPOPMAILMOHHBIX  CHCTEM
IIEPCOHAJIBHBIX JAaHHBIX», YTBEPKICHHBIM cCOBMECTHBIM [Ipukazom ®CTOK Poccum Ne 55,
®Cb Poccun Ne 86 1 Munundopmcepsizu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxxenne 00  OCOOEGHHOCTSX  OOpabOTKM  TMEPCOHATBHBIX  JIAHHBIX,
OCYLIECTBJISIEMOl  0€3 UCIIOJIb30BAaHUS CPEJICTB ABTOMATU3ALMKM», YTBEPKIACHHOE
[Tocranosnenunem I[IpaBurensctBa PO ot 15.09.2008 1. Ne 687.

5 «TpeboBaHusi K MarepuadbHbIM HOCUTEISIM OMOMETPUYECKUX NEPCOHAIBHBIX
JAHHBIX M TEXHOJOTUSM XPAHEHUs TaKUX JaHHBIX BHE HWH()OPMAIMOHHBIX CHUCTEM
IIEPCOHANBHBIX JAHHBIX», yTBepkAcHHbIe IloctanoBnenuem IlpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOIMYECKHE JIOKYMEHTBI denepaibHON CITYKOBI o
TEXHUYECKOMY M JKcIiepTHOMY KoHTposto Poccuiickori ®deneparuu (manee - OCTIK
Poccun) o odecneueHuto 6e3onacuoctu I[1/1H npu ux oopadotke B UCIITH:

7/ PexomeHnganuu 1no odecrneyeHnto 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU HX
00paboTKe B MH(POPMALIMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JIaHHBIX, YTB. 3aM. TUPEKTOpa
OCTOIK Poccum 15.02.08 r. (JICII)

8 OCHOBHbIE MEpONPUATHS [0 OpPraHU3alMU U TEXHUYECKOMY OOECHeueHUIo
0e30MacHOCTH MEePCOHANBHBIX JAHHBIX, 00pabaThIBaeéMbIX B MH(POPMALIMOHHBIX CHCTEMaXx

MEePCOHANBHBIX TaHHBIX, YTB. 3aMm. aupekrtopa @PCTIK Poccum 15.02.08 r. (ICII)
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9 bazoBas Moenb yrpo3 0€301acCHOCTH IEPCOHANIBHBIX JaHHBIX MPU UX 00pabOTKe B
MH(POPMALIMOHHBIX CHCTEMax MEepCOHANBHBIX HaHHBIX, YTB. 3aM. aupekropa DPCTOK
Poccun 15.02.08 r. (ACII)

10 Meroauka ompeAeneHusl aKTyalbHbIX yIrpo3 O€30MacHOCTH MEePCOHAIBHBIX

JaHHBIX TpU UX 00pabOTKe B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX, YTB.

3am. nupekropa ®CTIK Poccun 15.02.08 r. (JICII)
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Hpuiaoxenue 1

Ne [Inan - mepeyeHb TEXHUYECKUX MEPONpUATHii o obecneuennn 6e3onacHoctr MCIT/ K3 K2 K1
| B noacucreme ynpaiieHHs JOCTYIIOM:
Peann3oBaTh HACHTU(UKAIIUIO M TPOBEPKY MOATUHHOCTH CyOBEKTOB JI0CTYIIA IIPH BXOJIE B
1 onepaunoHnyto cucteMy MUCIIJIH o naposro yclI0BHO-ITIOCTOSIHHOTO I€UCTBUS, JJIMHON HE + + +
MeHee MIeCTH OyKBEHHO-IIM(POBBIX CHMBOJIOB;
PeanuzoBath uieHTHGUKALINIO TEPMUHATIOB, TEXHHUECKHUX CpeacTB o0padoTku I1/[H, y3moB
2 NCTI/IH, KoMIbIOTEPOB, KaHAJIOB CBsA3H, BHEIIHUX ycTpoiicTB MCII/IH 1o ux oruyeckum - + +
HMEHaM (agpecam, HOMepaM);
3 Peanu3oBath uieHTHUKALIKIO IPOTPAMM, TOMOB, KaTalnoros, ¢aiios, 3amnucei, mojei ) + +
3anucel 1o MMEHam;
4 Peann3oBaTh KOHTPOIB AOCTYIA CYOBEKTOB K 3aIIMIAEMBIM PECYpPCaM B COOTBETCTBHH C ) + +
MaTpULIEeH JOCTYNa;
npu Hamuny nogxkmoueHust UCIT/IH k ceTsiM 0011ero mojib30BaHust JOKHO MPUMEHSATHCS He Hmxe 5-ro He rroke 4-ro He amxe 3-ro
5 MEXCETEBOE IKPAHUPOBAHHUE. YPOBHS ypOBHS YPOBHS
3alUIIEHHOCT 3alUIIEHHOCT
" 3aIUIIEHHOCTH "
Jlna obecrieuenus 6e3onacHoro mMesxxcereBoro Bzanmozeiictsust B UCIIIH mist pa3HbIx He muxe 5-ro He svoke 410 He nuxe 3-ro
6 KJIACCOB HEOOXO/IMMO HCI0JIb30BaTh MO YpOBHS ypOBHS YpOBHS
3aLUIIEHHOCT 3alUIIEHHOCT
" 3aIUIIEHHOCTH 0
I CpeICTBO 3alMThI OT MPOrPpaMMHO MaTeMaTndyeckux Bosnaenctauii (IIMB):
PeanuzoBath naeHTH(UKALNIO U ayTEeHTU(PUKAIUIO CYOBEKTOB JOCTYIIA TIPH BXOJI€ B CPEACTBO
3alIUTHI OT MPOrPaMMHO MaTeMaTudeckux Bo3aeicTauii (IIMB) u nepen BeImoTHEHNEM UMH
1 T0OBIX Oomeparuii o ynpasieHuo QyHKIusIMU cpeacTsa 3anuthl oT [IMB mo maposto (unu ¢ + + +

MCIOJIb30BAHUEM HHOTO MEXaHU3Ma ayTEHTU(UKAIIMH) YCIOBHO-ITOCTOSIHHOTO J€HCTBUS
JUIMHOM HEe MeHee 1IeCTH OYKBEHHO-IIM(PPOBBIX CUMBOJIOB;
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Ocy1iecTBIATh KOHTPOJIb JHOOBIX AEUCTBUM CyOBEKTOB AOCTYIIA 0 YIPABICHUIO (DYHKIIMSIMU
cpenctsa 3amuthl oT [IMB TonbKO MOCTE pOBEIeHNUs ero yCIeNHON ayTeHTU(pUKaIuy;

[IpenycmoTpeTh MexaHU3MbI OJIOKMPOBAHUS IOCTyNa K cpefcTBaM 3amuTthl oT [IMB npu
BBITIOJIHEHUH YCTAHABIIMBAEMOT0 YHCIIa HEYIaYHbIX MOMBITOK BBOA MapOJIs;

Heo6xoanMo npoBoanTh HACHTU(DUKALUIO (aiiyioB, KaTaIOTOB, TPOTPAMMHBIX MOJTYJICH,
BHEIIHUX YCTPOMCTB, UCIIOIB3YEMbIX CPEACTB 3aiuThl oT [IMB;

B noacucreme perucrpanuu u yuera:

OcCyIIecTBIATh PETUCTPALIMIO BXO/A (BBIX0/1a) CYOBEKTa IOCTYIA B CUCTEMY (U3 CUCTEMBI),
100 PETUCTPALHIO 3arpy3KH M MHUITUATN3AIIH OTIEPAIIMOHHOMN CHCTEMBI U €€ IPOrPaMMHOTO
octaHoBa. Peructpanus BbIXoAa U3 CUCTEMBI UJIM OCTAHOBA HE MPOBOJIUTCS B MOMEHTBI
anmnapatypHoro otkiatouenust UCIIIn. B napamerpax perucrpanuu yka3bIBaroTCs AaTa U
BpeMs BXoJia (BbIX0/a) CyOBEeKTa JOCTYIa B CUCTEMY (M3 CHCTEMBbI) UITH 3arpy3Ku (OCTaHOBA)
CHCTEMBI;

[TpoBoANTH y4eT Bcex 3allUIaeMbIX HOCUTENNeH HHGOPMAIUU C TOMOIIBIO UX JTF000i
MapKUPOBKH M C 3aHECEHUEM YUETHBIX TAHHBIX B )KypHaI (YUETHYIO KapTOUKY);

[IpoBOIUTH perucTpaiuio BXo1a/BbIxo1a CyObeKTOB JOCTyNa B cpecTBO 3auuThl oT [IMB,
perucTpanmio 3arpy3kiu U HHUIMAIU3al|uU 3TOT0 CPECTBA U €€ IPOrpaMMHOIo ocTaHoBa. B
napameTpax periucTpaluu yKa3blBaeTcs BpeMs U JlaTa BX0J1a/BbIX0J1a CyObeKTa JOCTyIa B
cpenctso 3amuTel oT [IMB unu 3arpy3ku/octaHoBa 3TOro CpecTBa, a TAKXKe UACHTUPUKATOP
cyObeKTa 10CTyna, MHUIMHUPOBABIIIETO JaHHbIE 1EHCTBUS;

[IpoBoauTh perucrparuio coobITUN NpoBepku 1 oOHapy-keHus IIMB. B napamerpax
perucTpanum yka3bplBatoTCsl BpeMs M aTa MpoBepkH uin oOHapyxxeHus [IMB,
UJCHTUPUKATOP CYObEKTa JOCTyNa, MHUIIMUPOBABIIETO JIaHHbIE IEHCTBUS, XapaKTep
BBINOJIHAEMBIX JIEHCTBUI MO POBEpKe, TUIT OOHApYKEHHOM BpenoHOCHOH nporpaMmsl (BIT),
pe3ysbTaT AIEUCTBUHM Cpe/ICTBA 3aIUTHI 110 OJoKkupoBanuto [IMB;

[TpoBoANTH perucTpanuio COOBITUI MO BHEAPEHHUIO B CpeIcTBO 3amuThl oT [IMB nakeros
oOHOBIIeHUH. B mapameTpax perucTpanuu yka3bIBalOTCS BPEMsI M J1aTa OOHOBJICHHS,
UICHTHPUKATOP CYObEKTa JOCTyNa, MHUIIMUPOBABILIETO JAHHOE JICHCTBUE BEPCUS U
KOHTPOJIbHASI CYMMa TaKeTa OOHOBJICHUS;
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[TpoBOIUTH pErucTpaIiio COObITUI 3aIyCKa/3aBepIIeHus: paboThl MOYJIEH CpeACTBa 3aIIUTHI
ot [IMB. B napamerpax perucrpaiuy yka3bIBalOTCsl BpeMs U JjaTa 3aIlyCcKa/3aBepIleHHs
paboThl, HACHTU(DUKATOP MOYIIS, HACHTU(PUKATOP CYOBEKTa 10CTYIa, MHUIIMAPOBABIIETO
JaHHOE JICHCTBHUE, PE3yJIbTAT 3aIlyCcKa/3aBeplieHus paboThI;

JIOJDKHA TIPOBOAMUTHCS PETUCTPAIUS COOBITUN YIIPABICHHS CyOBEKTOM JIOCTYMNA (QYHKIMSAMU
cpencta 3amuTsl oT [IMB. B mapameTpax peructpanuu yKa3plBaloTCsS BpeMs U AaTa COOBITHS
yIIpaBJIeHUs KaKI0H (yHKUMEH, naeHTuduKaTop u cneundukanus GyHKINU, HICHTUUKATOP
CyOBEKTa JOCTYIa, MHUIIMUPOBABILETO JAHHOE JICHCTBUE, Pe3yIbTaT ICHCTBYS,

ITpoBOIUTH perucTparuio cOObITUI MONBITOK TOCTYIA IPOTPAMMHBIX CPEJICTB K MOYJISIM
cpexncrBa 3amuTel oT IIMB nnu cnenmaneHbeIM JI0oByIIKaM. B mapamerpax perucrpanuu
YKa3bIBAIOTCS BPEMs M J1aTa MOMBITKH JOCTYIA, UACHTU()UKATOP MOAYIISA, UAEHTHU(PUKATOP U
cnienuuKanus MOAyIs cpeacTBa 3amuTel oT [IMB (cnenmanbHOM JTOBYIIKH), Pe3yIbTaT
IIOTIBITKU JOCTYTIA;

[IpoBoaMTH perucTpanuio coOOBITUI OTKaTa I cpeacTBa 3anuThl oT [IMB. B mapamerpax
pPETHUCTpAIMH YKA3BIBAIOTCS BPEMsI M JJaTa COOBITUS OTKaTa, ClieIUUKAIIs JCUCTBHIA OTKATa,
UICHTU(PUKATOP CYObEKTa JOCTYNa, MHUIIMUPOBABILIETO JAHHOE IeUCTBUE, PE3YIbTaT
JICHCTBHUS,

10

ObecneunTs 3alUTY JaHHBIX PETMCTPALUU OT UX YHUUTOXKCHHS WIM MOIU(PUKALIUH
HapyLIUTENEM;

11

Peanmm3oBaTh MEeXaHU3MBI COXpPAaHCHUA JAaHHBIX PETUCTpAlHA B ClIydac COKpallCHUA
OTBCACHHBIX IIOJ HUX PECYPCOB;

12

Peanu3zoBaTh MEXaHU3MBI IPOCMOTPA U aHAJIM3a JaHHBIX PETMCTPALMH U UX (PUIbTPAIUH 110
3aJJaHHOMY Ha0Opy apaMeTpoB;

13

[TpoBOIUTH aBTOMATUYECKUN HETIPEPHIBHBII MOHUTOPUHT COOBITH, KOTOPbIE MOTYT SIBJISTHCS
npuurHoi peanuzauuu [IMB (co3nanue, penakTupoBanue, 3auch, KOMIIIALNS 00BEKTOB,
KOTOpBbIE MOTYT coniepxkaTh BII).

14

Peanmu3oBaTh MeXaHU3M aBTOMAaTUYECKOI'O aHAJIN3a AAaHHBIX pEruCTpainru 1mo mradJoHam
TUMOBBIX TposiBiieHu [IMB ¢ aBTOMaTn4eckuM uX OJOKHPOBAHUEM H YBEIOMIICHHEM
aJIMHHUCTpaTopa 0e30MaCHOCTH;
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15

[TpoBOIUTH HECKOJIBKO BHJIOB yueTa (IyOIUPYIOIINX) C perucTpanueil Bpiiaun (mpuema)
HocuTelsel uHdopmanuuy;

16

Ocyl1ecTBIATh PErUCTPALIMIO BX0/1a (BBIX0/1a) CYOBEKTOB JIOCTYIIA B CUCTEMY (K3 CUCTEMBI),
00 perucTpanus 3arpy3Ki U MHUIUAIU3AUY ONIEPAIIMOHHON CHCTEMBI.

17

OcCyIIecTBIATh PETUCTPALIMIO BBIJAUU MTEYATHBIX (TpaduuecKiX) JOKYMEHTOB Ha «TBEPAYIO»
Komuio. B mapaMerpax perucTpaiuu yKa3plBarOTCs (JaTa U BpeMs BbIIauH (0OpaIieHus K
MOJICKCTEME BBIBOA), CHIEIM(UKAIIMS YyCTPOUCTBA BbIIaYl — JIOTHYECKOe UM (HOMED)
BHEIIIHET0 YCTPOWCTBA, KPAaTKOE CoJiepKaHue (HauMeHOBaHue, BU, MK (P, KOI) U YPOBEHb
KOH(UIEHIINATBHOCTH JJOKYMEHTA, UACHTHU(PUKATOP CYObEKTa TOCTYIA, 3aIPOCUBIIIETO
JIOKYMEHT;

18

OcyiecTBIATh PETUCTPALIMIO 3aIlyCKa (3aBEPIICHUST) IPOrpaMM U MPOILIECCOB (3a1aHUi,
3a7a4), MpeJHa3HaYeHHbBIX JJIs 00paOOTKY 3alMiaeMbIX ¢aiinoB. B mapamerpax
perucTpanyy yKa3plBalOTCS J1aTa U BpeMs 3aycka, UMsl (MACHTU(PHUKATOP) TIPOTPaMMBI
(mporiecca, 3a1aHust), HACHTU(PHUKATOP CyObEKTa TOCTYIA, 3aIPOCUBILETO TPOTPaMMy
(mporecc, 3aganue), pe3yabTar 3amycka (yCrenHblid, HeYCIEIIHbIA —
HECaHKI[MOHUPOBAHHBIN),

19

OcCyIecTBIATh PETUCTPALIMIO MONBITOK JOCTYIAa IPOIrPaMMHBIX CPEJCTB (Iporpamm,
MIPOLIECCOB, 3a/1a4, 3aJlaHui) K 3amuiiaeMbiM (aiinam. B mapameTpax perucrpaiuu
YKa3bIBAIOTCS J]aTa U BPEMsI TIOTBITKH JIOCTYTIA K 3alIuIaeMomMy (aiily ¢ yKa3aHUEM e
pe3ynbrata (ycrneliHas, HeyCIelrHas — HECAaHKIIMOHUPOBaHHasl ), UACHTU(UKATOp cyOBbeKTa
JOCTYyTIA, CrenudUKaIys 3auiaeMoro daiina;

20

OcCyIecTBIATh PETUCTPALMIO MOMBITOK JOCTYIIA POTPAMMHBIX CPENCTB K CIENYIOLIUM
JIOTIOJTHUTEIBHBIM 3alIUIaEMbIM 00bEKTAM JJOCTYIA: TEPMUHAJIAM, KOMIIbIOTEpaM, y3J1aM
cetu UCII/IH, muHUAM (KaHaJIaM) CBS3H, BHEIIHUM YCTPOHWCTBAM KOMITBIOTEPOB, IPOrpaMMam,
TOMaMm, Karajorawm, (aitiam, 3anucsam, nojsiM 3anuceid. B napamerpax perucrpauuu
yKa3bIBAIOTCS J1aTa U BpeMsl MOTBITKH JIOCTYIIA K 3aIIHUIIaeMOMY OOBEKTY C yKa3aHHEM ee
pe3ynbrata (ycrneliHasi, HeyCIeliHas — HeCaHKIIMOHUPOBaHHasl ), HACHTU(UKATOp cyObeKTa
J0CTyNa, cnenu@uKanys 3anmiaeMoro 0o0beKTa — Jorudeckoe uMs (Homep);

21

[IpoBoauTH ydeT Bcex 3alluiiaeMblX HOCUTeNEeH HHPOPMAIIUU C TOMOIIBIO0 UX MAPKUPOBKU U
C 3aHECEHHMEM YYETHBIX JaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);
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22

OcymecTBIATh OYUCTKY (00HYJIeHHE, 00e3TMIMBaHIE) OCBOOOKIAEMBIX O0IacTei
OTIEPATUBHOW NAMSTH KOMITBIOTEPOB M BHEITHUX HaKomuTesei. OuncTKa OCyIIeCTBISICTCS
OJTHOKPATHOH MPOU3BOJIBHOM 3aITMCBHI0 B OCBOOOKAAEMYIO 00J1aCTh MaMSITH, paHee
WCIIOJIb30BaHHYIO JUISl XpPaHCHHUS 3alIMIACMbIX JaHHBIX ((ailyioB, nHGOpMAIHH);

B moacucreme obOecrieueHust OCJIIOCTHOCTH:

O6ecneunTh EIOCTHOCTh IPOTPAMMHBIX CpeacTB 3anuThl B coctaBe C3I1/IH, a Takxke
HEU3MEHHOCTh IPOrpaMMHOM cpefibl. [Ipu 3TOM 1IETOCTHOCTD CPECTB 3aIUThI MPOBEPSETCA
MIPH 3arpy3Ke CUCTEMBI 10 HATU4YMIO0 UMeH (uaeHThudukaTopoB) kommoHeHT C3I1/1H,
[[EIOCTHOCTh MPOTPaMMHOM cpebl oOecnieunBaercst orcyrcteuem B UCII[IH cpenct
pa3pabOTKH U OTJIIAJKH IIPOTPaMM;

OcymectBiats ¢puzndeckyro oxpany UCII/Ix (ycTpoiicTB U HOCHTeNnel HHpOpManun),
peAycMaTpuBaromiasi KOHTpoiab Aoctyna B nomemienus MCII/IH nocTopoHHUX UL, HalIu4ue
HaJICKHBIX MPEMSATCTBUN /TSI HECAHKIIMOHUPOBAHHOTO MpOoHUKHOBeHUs B tomenieHus: UCIIIx
Y XpaHWIKIIE HOCUTENIeH HH(pOpMaIuu;

[TpoBoauTth nepuoguueckoe TectupoBanue Gynkuuii C3I1IH npu u3MEeHEHUH IPOTpaMMHON
cpensl u nepconana MCII/Ix ¢ momoupko TecT-nporpamm, UMuTupyromux nonsitku HCJL;

JOJKHBI OBITH B HaNTM4MU cpenictBa Boccranonienus C3I1/[H, nmpeaycmaTpuBaromye BeeHe
JBYX KOTHH MPOTPaAMMHBIX CPEJICTB 3aIIUThI MH()OPMAIIUHU, UX IEPHOANIECKOE OOHOBIICHUE U
KOHTPOJIb paboTOCTIOCOOHOCTH;

[TpoBOAUTH TPOBEPKY IEIOCTHOCTH MOIyJIeH cpeacTBa 3amuThl oT [IMB, HE0OX0AUMBIX /115t
€ro KOPPEeKTHOTO (PYHKIIMOHUPOBAHUS, TIPU €T0 3arpy3Ke C UCIOIb30BAHUEM KOHTPOIBHBIX
CyMM;

ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHHS cpeAcTBa 3amuThl oT [IMB,
npeaycMaTpuBarolas BeAeHUE IBYX KOMUN MPOrPaMMHOTO CPEZCTB 3aIUTHI, €ro
MEPUOINYECKOE OOHOBJICHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH;

Peann3oBaTh MeXaHNU3MBbI TPOBEPKH LIEJTOCTHOCTH AKETOB OOHOBJICHUN CPEACTBA 3aLIUThI OT
[IMB ¢ ncnonp30BaHUEM KOHTPOJBHBIX CYMM;

[TpoBoauTh pezepBHOE KonupoBanue [1/[H Ha oTuyk1aeMble HOCUTEN HHPOPMAIIHH;

B noacucreMe aHTUBHPYCHOM 3aIUTHI:
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[IpoBoaKUTH aBTOMAaTHUYECKYIO POBepKY Ha Haymuue BII wim nocnencreuit IIMB nipu
nmropte B UCIIJIH Bcex mporpaMMHBIX MOy el (IPUKJIaAHBIX POrPaMM ), KOTOPbIE MOTYT

! cogepxkath BII, Mo ux TUMoBBIM mabIoHaM U € TIOMOLIBIO 3BPUCTUYECKOTO aHAIN3a;
Peanu3oBaTh MEXaHU3MbI aBTOMATHUECKOI0 OJIOKMpOBaHUs 00HapyxeHHbIX BII myrem nx

2 yAAJIEHUS U3 IPOrPAMMHBIX MOAYJIEH WM YHUUTOXKEHUS;
PerynspHo BeImonHATH (1Tpu niepBoM 3amycke cpeacts 3amuThl [1/Jn ot [IMB u ¢

3 yCTaHaBJIMBAaEMOW NIEPUOJUYHOCTHIO) IPOBEPKA HA ITpeaMeT Hannuus B HUX BII;
JlomkHa nHUIMUpoBaThes aBToMarudeckas nposepka MCII/In Ha npenmer Hanuuus BII npu

4 BbIsiBIIcHUH (pakTa [IMB;
Peanu3oBare MEXaHW3M OTKaTa JJIs1 YCTaHABIMBAEMOIO yucia onepauui ynanenus Bl u3

) OIlepaTUBHOW MJIM ITOCTOSHHOM MaMsATH, U3 IPOrPaMMHBIX MOJyJIed U MPUKIIAJAHBIX IPOrPAMM
WJIM IPOTPAMMHBIX CpPeCTB, coaepkamux BIIL.

6 Hononautensno B UCIIJIH nomkeH mpoBOAUTHCS HEMPEPHIBHBINA aBTOMATUYECKUI
MOHHUTOPHHT HHPOPMAITMOHHOTO OOMEHA ¢ BHEITHEH CEThIO C 1eNbi0 BhisiBiieHUs BI1.

VI KonTpons orcyrcreus H/AB B I10 C31

Jlnist mporpaMMHOTO 00eCcTIeYeHHs, UCTIONIb3yeMoro Tpu 3amute nHpopmarmu B UCITIH

1 (cpencts 3amuThl HHPOpMaruu — C3M, B TOM YuCIlie ¥ BCTPOSHHBIX B O0IIECUCTEMHOE U
MPUKJIaTHOE MporpaMMHoe obecrieuenue — [10), nomkeH ObITh 00ecreyeH COOTBETCTBYIOIIHMA
YpOBEHb KOHTPOJIsl OTCYTCTBUs B HeM HJIB (He nekiapupoBaHHBIX BO3MOXKHOCTEIN).

VIl | O6napyxenue Bropxenuit B UCI1 /I

OO6HapyxeHne BTOPKEHHUM T0JDKHO 00€CTIeunBaThCsl ITyTEM HCIIOIh30BaHUS B COCTABE
NCIIAH nporpaMMHBIX WM IPOTrPaMMHO-aNapaTHBIX CPEACTB (CUCTEM) OOHAPYKEHUS
Bropxxeruit (COB).

1 HeoOxoaumo 06s13aTesIbHOE HCTIONB30BAaHUE CUCTEMbl OOHAPYKEHHSI CETEBbIX aTak,
VCIOJIb3YIOUINE CUTHATYPHBIE METO/IbI AaHAJIN3A

2 Heo6xoanmo o6s3aTenbHOE UCTIONB30BaHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
MCIOJIb3YIOUINE CUTHATYPHBIE METO/IbI aHAJIM3a M METO/IbI BBISIBIICHUSI aHOMAJIUI

VIl | 3amura UCITIH ot IIDMUWH
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Jnst 06paboTku nHpOopMamu HeodxoaumMo ucnoib3zoate CBT, ynosierBopsrone
TpeboBaHusAM cTanaapToB Poccuiickoii denepanuu 1o 31eKTPOMarHUTHOW COBMECTUMOCTH,
110 6e30MacCHOCTH U HPrOHOMUYECKUM TPEOOBAHHSM K CPECTBaM 0TOOpaskeHUs] MH()OpMAIIHH,
10 CAHUTApPHBIM HOpMaM, MPEIbABIIEMbIM K BUACOAUCIUIEHHBIM TepMHuHasiaM [[19BM
(marmpumep, OCT 29216 91, TOCT P 50948-2001, 'OCT P 50949-2001, 'OCT P 50923 96,
CanlluH 2.2.2.542 96).

IX Onenka cootBerctBust UCII[In TpeboBanmsim 6e3onacuoctu [1/1n

[TpoBectu 00s3aTENBbHYIO CePTU(DUKALUIO (ATTECTAINIO) IO TPEOOBaHUAM 0€30IaCHOCTH
nH(popManuu,

JlexmapupoBaTh COOTBETCTBUE HIIH 00S3aTEIBHYIO CEPTH(PUKAIUIO (ATTECTAIUIO) TI0
TpeOoBaHUAM 0€301aCHOCTH MHGOpMAIUH (TI0 PEIICHHUIO OTIepaTopa);
[Tpumeuanue: g UCII/In 4 knacca nepedyeHb meponpustuil o 3aunmute [1/IH onpenensercs B 3aBUCUMOCTU OT yliepda KOTOPHIi

MO>KET OBITh HAaHECCH B CJICACTBMH HCCAHKITMOHUPOBAHHOI'O

2 + - -
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